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Introduction

Welcome to the Applied Methodologies, Inc. Lab or AMILABS for short. AMILABS is
an online network and general Computer Science research resource that is accessible
from your office or home. The lab’s purpose is to provide you the tools and resources
necessary to prepare for industry certifications like Cisco’s CCNA through CCIE or test a
network/application change before committing such changes on your own production
network. The lab can also be used for testing network, application, protocol and security
technologies or learning new networking, protocol, server and application technologies.
The lab can help you in upgrading your skills or act as a test bed for a solution you have
been planning. So, welcome aboard and enjoy your research or training experience. This
manual is your roadmap to gaining access to the lab and provides an outline of the lab’s
components and documentation files.

You should read this manual in its entirety before proceeding with any installation
activity or accessing the lab. It is recommended that you get familiar with the lab through
this manual as much as possible before going online. Also, you should plan out exactly
what you want to test or practice before going online. These approaches ensure that you
spend your initial access period achieving what you want out of the lab to save time.

Remember, have fun...

1.0 What is AMILABs?

AMILABS is a data communications and general Computer Science laboratory that is
available for students and professionals to study various networking and computer
industry technologies. The lab consists of Cisco routers and switches, AT&T CSU/DSUs,
Agilent, IBM and other vendors networking products. The lab also contains various
servers running Microsoft and Linux operating systems. The lab provides a “SCRATCH
PAD” environment for a student or professional to learn new or sharpen existing skills
plus provide a general research environment. The lab grew out of AMI’s Consulting
business research arm and Cisco certification requirements and can be used for your
CCNA through CCIE preparation. The lab can also help you prepare for Microsoft,
Linux, and any other general industry certification such as a the Red Hat Certified
Engineer or CISSP security exam. The lab also lends itself for testing hacking exploits on
the operating system and protocol levels.
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1.1 Lab uses

Stating that this lab’s uses are limitless is a little much. However, depending on your
imagination and needs, you can use this lab to accomplish many things. Some uses are
listed below:

* Cisco certification preparation CCNA through CCIE.

* Testing Cisco based network configuration changes before committing on a
production network.

* Researching and testing Cisco based network configuration and IOS options.

* Researching and testing general networking and application protocols.

* Computer and network operating systems research and testing.

* Security and hacking exploit research and testing.

* Application analysis research and testing.

* Application development and testing.

* Stress testing of routers, switches and servers for operational guidance, planning
and experimentation with advance networking topics such as QoS, encryption,
IPv6, IPSEC, MPLS and Multi-Layer Switching.

* Learning environment for Computer Science and networking subjects for
university students.

* Learning environment on tools such as protocol analyzers, compliers, debuggers,
traffic generators, network management applications et. al.

* Learn to use the protocol analyzer to analyze VOIP or run a BERT test on a T-1
line.

* Application and traffic analysis and management for technologies such as VOIP
and Multicasting.

* Testing new applications, OS or IOS versions.

* By using Cisco routers and protocol analyzers students can really understand the
mechanics of how protocols such as BGP, OSPF, Frame-Relay and others really
work by not only looking at the Cisco debugging output but also by reviewing
real-time packet traces of the protocols in action. This combination of tools helps
to enforce your learning or research experience.

* Enhanced VOIP testing and analysis with the combination of Cisco routers and
protocol analyzers by Agilent. The student or researcher can initiate a VOIP call
from the server and trace it while generating traffic plus analyze the RTP session
and QoS capabilities if implemented. This capability is available on LAN and
WAN segments.

* For the programmers out there, develop IP based applications using LIBNET, a
high level packet creation API. You can create any kind of ICMP, IP, TCP, UDP
packet and inject onto the lab network for stimuli analysis. You can also create
RIP, OSPF and possibly EIGRP and BGP packets.

*  And much more.
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For those of you using this lab for any Cisco certification this lab can do just about 95%
of all the exercises in the Doyle I/II, Caslow, Halabi, Solie and most of the Cisco Press,
Sybex, McGraw-Hill books and CCO examples. This lab has everything you need for the
new CCIE changes as of November 4™ 2%, except an ATM switch. The Catalyst 5505
and Token-Ring equipment are still available for those who want to learn some of the
older equipment or need to test something but cannot do it on their production networks
that still may have Token-Ring and or Catalyst 5ks. But remember, this lab can be used
for more than just Cisco certification. The protocol analyzers, Windows and Linux
servers are also useful for traffic/protocol analysis, application impact analysis, network
programming, network modeling and security research and testing.

2.0 The LAB

The AMILABS network consists of a fully meshed LAN and WAN topology utilizing
different physical and data link mediums and protocols. The lab network as depicted in
figure (2.1) is also fully documented in the VISIO diagram named: AMI NETWORK
LAB included in your VPN kit. The lab network diagram, and all diagrams in this
documentation, are also available on the WIN2KSRV server(see section 3.0 Lab
File/Application Servers) so you can make copies for yourself to depict the network in
different logical views, you can save your diagrams in your own subdirectory, share them
with other students or copy them to your personal computer over the VPN.

Figure (2.1).
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The diagram is your map to this scratchpad network. You can reconfigure any device and
protocol address in any way. The diagram provides the full PHYSICAL connectivity
layout of the lab. All port and interface designations are depicted to simplify your grasp
of the network. The layout of the servers and protocol analyzers are also depicted for
your ease. The logical configuration of this network is dependent upon your creativity.

2.1 Networking components:
The communications network portion of the lab consists of the following equipment:

Cisco Routers:

2501 2 Serials 1 Ethernet 2620#2 With 2 VOIP FX interfaces 2 Serials 1
2503 1 BRI 2 Serials 1 Ethernet Fast Ethernet

2504 1 BRI 2 Serials 1 Ethernet 4500 With 2 Token-Ring, 4 serials 2 Ethernet
2513 2 Serials 1 Ethernet 1 Token-Ring interfaces

2509 2 Serials 1 Ethernet 8 TTY lines AGS+ With 2 Ethernet, 4 Token-Ring 14
2620#1 With 2 VOIP FX interfaces 4 serials 1 Serial interfaces*

Fast Ethernet *The AGS+ is available upon request only
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All routers are loaded with the maximum of flash and system memory.

Cisco Switches:

Two Catalyst 3550 24 port Fast Ethernet plus active Gigabit interfaces with EMI
software loaded (If demand picks up CWDM modules will be added)

One Catalyst 5505 with a Supervisor III module and NFFC II for MLS and
Etherchanneling plus a 24 port 10/100TX Ethernet module

Communication equipment:
Blink2 ISDN emulator
Asynchronous Modems for Async. routing and POTS access for POTS dial routing

AT&T CSU/DSUs (Future access to these units so you can learn how to configure
AT&T CSU’s for example, from AMI to B8ZS)

IBM 8230 CAU and LAM and 8228 MAUs
Synoptics 2813 10Base-t Hub

IBM Token-Ring Bridge*
*The Token-Ring Bridge is available upon request only

A Note about Token-Ring: For those of you lab users preparing for the Cisco CCIE
exam, Token-Ring is no longer on the lab portion of the lab. However, Token-Ring may
still be on the qualifying written portion. So, to help in your studies, Token-Ring
technologies are available for your research to understand this protocol.

Token-Ring was also left in the lab for many corporations still have a viable amount of
Token-Ring technology in their networks. You can use the Token-Ring components of
this lab to reproduce a problem that you may be experiencing in the field, test a Token-
Ring related change, test a migration approach from Token-Ring or test applications on
Token-Ring and obtain a better understanding of Token-Ring for support purposes.
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2.2 The DMZ segment

The lab’s main user backbone is also a DMZ segment for the VPN connection. The DMZ
segment hosts the 2509 Terminal Server and the lab servers outlined in following
sections. Refer to figure (2.2) for a diagram of how you will be accessing this lab.

Figure (2.2).
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AMILABS VPN Diagram

Basic Microsoft PPTP
VPN connection

e

MAJOR TRANSPORTS THROUGH VPN TUNNEL INTERNET

PPTP VPN

‘ ‘ Outside interface [RERS

= — =[€
= [mmmmmmmel o L S e e

Inside interface

Your home/offiice
computer running

Windows 98/2000/XP
10.1.1.0/8 DMZ

Terminal Server
REVERSE TELNET TTY 0o NETWORK

ETH
LINES TOROUTERS AND [ g ETHO
SWITCHES 10.1.1.60
7
CISCO ROUTER/SWITCH LAB

y

Crossover to SW1 port 15
for 10.1.1.0/8
management across all
routers and switches.

DMZ Switcl

NPS-15 POWER

Main LAB = = STANDALONE
WINDOWS 2K MAIN LAB LINUX AGILENT 5 MANAGEMENT

SERVER

SERVER C ] LINUXDEV [ ADVISOR B HUB 0

WIN2KSRV PROTOCOL 10.1.1.87

101.1.77 /HQHHHHH\ 10.1.1.78 /HHHHHHH\ ANALYZER (E\ TELNET

TELNET 10.1.1.100
TELNET VNC
WINDOWS TERMINAL SERVER xw%gws

VNC HTTP
HTTP

AMIT.ARS 10



Lab Manual November 2002

The DMZ segment consists of an unmanaged switch and its major network is 10.1.1.0/8.

Please review figure (2.2) above or the VISIO diagram named: VPN LAYOUT,
included in your VPN kit, for an understanding of how you will access the lab. From the
unmanaged switch a crossover cable is connected to SW1 for 10.1.1.0/8 connectivity
whenever you need it from the lab server’s 10.1.1.0/8 interfaces. All lab servers have a
second network adapter that is fully addressable for you to use in your lab(any
Subnet/VLAN) thus not requiring the crossover cable from the DMZ segment into the lab
switches.

All router Ethernet interfaces are currently set to a 10.1.1.0/8 address for default access in
the DMZ/BACKBONE. If the Crossover connection to the DMZ is in effect you can
telnet from the 2509 terminal server to any 10.1.1.0/8 devices like the AGS+ which is not
supported on the terminal server. You can change these interfaces to run on different
VLANS since the main connectivity is via the console ports from the 2509 Terminal
Server.

You can save your configurations to any of the servers in the lab. You can also load
different IOS images from any of the servers. If you need a newer 10S version you can
download it from the web via a Windows Terminal Services session to the WIN2KSRV
servers then TFTP it to you router or switch.

A full listing of the 10.1.1.0/8 lab device addressing is listed on the lab diagram figure
(2.1) as well as below:

2.3 AMILABS Device IP address list

Routerl 10.1.1.41 used for TFTP and management can be changed
Router2 10.1.1.42 ¢

Router3 10.1.1.43 «

Router4 10.1.1.44 ¢

Router5 10.1.1.45 «

Router6 10.1.1.46 «

Router7 10.1.1.47 «

Router8(AGS+) 10.1.1.48 main Ethernet cannot be changed others can
Switchl 10.1.1.51 used for TFTP and management can be changed
Switch2 10.1.1.52 ¢

Switch3 10.1.1.53 «

2509 Terminal Server  10.1.1.60 cannot be changed

WIN2KSERV 10.1.1.77 cannot be changed, second adapter can be
LINUXDEV 10.1.1.78 cannot be changed, second adapter can be
LINUXFWRTR 10.1.1.79 cannot be changed, second adapter can be

WTI Power strip 10.1.1.87 cannot be changed

Standalone Agilent Advisor Protocol Analyzer 10.1.1.100 cannot be changed
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Note: Network 10.1.1.0/8 is the lab’s Ethernet and DMZ backbone. You cannot
change the Ethernet address of the 2509 Terminal Server router from 10.1.1.60. To
manage the lab from the 10.1.1.0/8 network just enable the Crossover connection on
SW1 port 15 and assign that port to any manageable VLAN of your choice that is in
the 10.1.1.0/8 network. Then address you routers and switches to the 10.1.1.0/8
network for manageability. All of the lab servers have one of their Ethernet
interfaces on the 10.1.1.0/8 backbone for IOS downloading and SNMP testing from
Cisco Works, Cisco Secure and other utilities.

Be careful of your VLAN and Spanning Tree testing if you cause a loop on the
VLAN while connected via the crossover cable to the DMZ 10.1.1.0/8 network you
may lose connectivity to the terminal server and will not be able to get it back.
Remember, you have second adapters on the servers to test applications and
management functions so the only real use of the crossover cable is if you wanted to
store configs. etc. directly to any 10.1.1.0/8 lab device or to any lab sever to save
time. If you do run into problems using the crossover link and servers between the
DMZ and your VLAN configurations follow the procedures in section 11.0
Technical Support.

All router Ethernet interfaces are currently set to a 10.0.0.0/8 address for default access in
the DMZ/BACKBONE. If the Crossover connection to the DMZ is in effect you can
telnet from your PC over the VPN to additional 10.1.1.0/8 devices like the AGS+ or the
power strip to reboot devices. You can change the interfaces(as listed in section 2.3) to
run on different VLANS since the main connectivity is via the console ports from the
terminal server.

The default setting for the entire lab of routers and switches is everything connected to
VLANTI in the 10.1.1.0/8 network.

2.4 Navigating through the routers and switches

2509 Terminal Server 10.1.1.60

To access the 2509 Terminal Server from you PC open a telnet connection over the VPN
to address 10.1.1.60. This will be your main access to the routers and switches in the lab.
10.1.1.60 is a 2509 router terminal server. Shown below in figure (2.3) is the login
banner you will see when you log into the 2509 Terminal Server via a Telnet connection
from your PC to 10.1.1.60. The banner contains with instructions on how to perform a
reverse telnet:
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Figure (2.3).
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Helcome teo the Applied Methodoleogies, Inc.
Computer Science LAB and Network

e P P T L T
* Unauthorized access is prohibited ®
* Of fenders will be prosecuted to the full extent of the LAW? *

He are currently watching yvyour steps!
xxxxxxx#x####xxxx*xxxxxxxxxxxx####xxxx*xxxxxxxxxxxx#####xxx*xxxxxxxxxxxxx

ser Access Verification

sername: amilab
assword:

#%% Helcome to the AMI Network *xxx

AMI LABS provides you access to its data network communications lab for research

and educational uses only. AMI is not responsible for any malicious code created

or launched from this lab that results in any activities deemed criminal or

resulting in another user’s or business’s Internet site or internal computer

_ESt?mi to ?e compromised, destroyed or denied access te any internal netwerk o
e Internet.

This lab consists of the following Cisco routers and switches as well as other
data communications equipment for your research and training activities. ere
are also several Servers that are accessible for storage of conflguratlon files
and notes. These servers can also be used for testing operating system
applications and protocol exploits.

The main entry point into the lab is wvia the 2509 router{Terminal Serwver).
There is a series of IP HOSTS defined to access all of the other routers and

lswitches via reverse telnet,(crtl+shift+6 key sequence then press X) This 2509
is not fully configurable. You can change the conflﬁuration on the serial ports
as per request. This is vyour DMZ connection. 1l other routers and switches are
ully conFLgurable There are other devices acce551ble in this lab for you to
se so please see the README file included in vour VPN kit

The following is the layout of host access to each lab device. To access a
device just type it’s name, i.e. type rl to access a 2620 router. Type HWINZKSRV
o telnet to a Hindows 2k server et al.

ROUTERS

(this is a telnet connection)

924C-XL-EN
zggggELE reverse telnet via the Aux port on ROUTER#1)
a DOUBLE reverse telnet via the Aux port on ROUTER#7)

3550
gSGS(this is a reverse telnet via the Aux port on the
a

A DOUBLE reverse telnet is{crtl+shift+6+6 key sequence then press ¥)
SERVERS

INZKSRYV is is a telnet connection}
INUDEY i is a telnet connection)
inuxFHRTR is is a telnet connection)

INZKSRY is a windows Zk server running various applications as well as a TFTP
lserver, you have full access to this server via Telnet and Terminal Serwver
lient included in your VPN kit

INUXDEY is a Linux scratch pad server for ap licatlon development and Linux
raining you have full super user access on_t box to pl aé around

and research. Access to this server is via Telnet andsor VNC Viewer

included in your VPN kit.

inuxFHRTR is a Linux_configured Firewall and Router to test Firewall
echnologies such as IPTABLES and Linux Routing. Access to this server is wvia
Telnet andsor VNC Viewer included in vour VPN Eit.

Type MENU at the 2589# prompt for help...
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Reverse Telnet into the lab

A note about accessing routers and switches via reverse telnet: There are more
devices than there are terminal lines on the 2509 Terminal Server router. So the first 8
devices, routers 1 through 7, SW1 are handled by the § terminal lines in a traditional
manner. To get to SW2(the second 3550) you have to clear the aux port before typing
SW2 on the terminal server You have to clear the AUX line by using the command:

CLEAR LINE AUX 0 ortype in CLA (this is an alias of the previous
command)

Then type in SW2 to access SW2 — The second 3550.

Since the 2509 Terminal server only has 8 terminal lines, 1-8 are for the routers and the
first switch(3550) line 9(AUX 0) on the 2509 Terminal Server goes to the SW2(second
3550) console’s port. To get to switches SW3 you can either telnet to it if the crossover
cable in SW1 is active by typing SW3 from the 2509 Terminal Server or use a double
reverse telnet.

Getting to SW3(Catalyst 5505) by a double reverse telnet

Since this switch may not be used as often its ports are turned off but you can use them
with SW1 and SW2 to create complex Trunking, Etherchannels and Spanning Tree
configurations.

To get to SW3(5505) reverse telnet to Router1 from the 2509 Terminal Server and then
at the Router1 prompt type in SW3. This will put you into SW3 via the Router1’s AUX
port. You may need to clear the AUX port(use the CLA command) just like on the 2509
Terminal Server. To get back to the 2509 Terminal Server just execute a typical reverse
telnet. To just jump back one level to Router1 execute a ctrl-shift-6-6 then X

The information above about reverse telnet is also displayed again during your login into
the 2509 terminal server. Just scroll back to see the instructions again.

It is recommended that you use the 2509 Terminal Server to access all Cisco routers
and switches. All routers and switches with the exception of the 2509 Terminal
Server and the AGS+ do not have login and enable passwords set. This makes
jumping around these devices and jumping between user and privilege(enable) exec
modes easier from the 2509 Terminal Server. You will have to add enable passwords
to these devices(any telnet only device like the AGS+) if you wish to use
privilege(enable) modes via Telnet to any of these devices once you set or use the
existing IP address on them. All passwords for the routers and switches are listed in
a file called Lab Passwords included in your VPN Kkit.
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The 2509 Terminal server also has a help menu for your use to get a quick look at your
terminal sessions and connections. At the 2509# prompt type menu to get the following
help menu as depicted in figure (2.4).

Figure (2.4).

g’E:"n.,wINNT"n.,Systen132"n.,telnet.eue

Server "2509" Line 10 Terminal-type ANSI
x*¥x%2x% Applied Methodologies Inc. *xx¥xx

1 Show Reverse Telnet active sessions
Ping a device

Telnet to a device

Show IP and Reverse Telnet hosts

2
3
4 Send a message
5
)

Exit to start work

AMIT.ARS 15




Lab Manual November 2002

2.5 Power Management

WTI NPS-15 Power Management hub for router and server remote reboot
capabilities. WTI  10.1.1.87

You can Telnet into this unit to reboot a router, switch or server. Refer back to section
2.3 AMILABS Device IP address list for the IP address to use to telnet to. Refer to the
file included in you VPN kit named: LAB PASSWORDS for the password to use. You
can also access this unit from the 2509 Terminal Server by typing WTI at the 2509#
prompt. Once you logged into this unit you will be presented with a screen as depicted in
figure (2.5)

Figure(2.5).

g’l::"-.,wINNT"-.,SvstemSZ"-.,teInet.exe

Network Power Switch v3.00 Site: AMI LABS...
| Status | Boot Delay | Password

(def ined)
(def ined)
(def ined)
(def ined)
(def ined)
(def ined)

(def i ned)

ROUTERS_S_6

ROUTERS_ 1 2 3 4
SWITCHES_ I Z

ROUTER7_SW3_Sk4
cAU/HUB./CSU.~MODE
AMI_LAB_SERVERS
Terminal_Server

—_———
o
=
—_———

Communication Settings: 960A,N,8,1

Modem Init. String: ATEMOMBQ18C18D250=1
Modem Disc. String: (undef i ned)
Disconnect Timeout: 15 Min

Command Echo: On

Command Confirmation: On

“/H" for help.
NPS>

To turn off a plug with the appropriate devices on it at the NPS> prompt type /off 3 for
example to turn off the power to routers 1 through 4

To turn on a plug with the appropriate devices on it at the NPS> prompt type /on 3 for
example to turn on the power to routers 1 through 4

To reboot a plug with the appropriate devices on it at the NPS> prompt type /boot 3 to
reboot routers 1 through 4 with a 5 second boot delay.

To obtain online help, at the NPS> prompt, type /h for a list of commands and shortcuts
as shown below in figure (2.6).
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Figure(2.6)

WINNT System32itelnet.exe

Network Power Switch v3.080 Site: AMI LABS. ..

Display this help screen
Display Plug Status

Set PéTgs to default setting

Boot ug n

Turn On Blug n
Turn Off Pluga n
Exit-Disconnect

required plug name or number
plug n and plug n

plu? n through plug n

1l plugs with access

The complete manual on how to use the WTI power switch is located on the WIN2KSRV
server’s desktop.

Shorkcuk ko
npsguide
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3.0 Lab File/Application Servers

The routers and switches are very easy to access and do not require any additional
instruction. If your main use of this lab is for Cisco certification preparation then you
already are familiar with navigating around a terminal sever for router and switch access.
The lab servers are different and require a considerable amount more instruction so you
can use them efficiently. You should use these servers even for your Cisco studies to save
configs, generate traffic, download and swap 10S images and capture packet traces.

It is recommended that you read the server section in its entirety and become familiar
with the servers before you access the lab...

The lab has three servers available for your research and training needs. There is a main
Windows 2000 server and two Red Hat Linux servers. You can Telnet into these servers
over the VPN to run command line utilities and console based applications as well as
develop console based applications. The servers are also accessible via a Windows
Terminal Sever(A Windows Terminal Services kit is included with the VPN kit) or
Virtual Network Computing(VNC) so you can access the GUI based
applications(protocol analyzers etc.) and utilities for your research and studies. Each
server has two 10/100 Ethernet, interfaces installed for IP, IPX, Netbui/Netbios, DLC and
other protocols. The server can act as a client or server for various applications. One such
use is Multicast testing. Token-Ring server interfaces will be added shortly. The second
adapter can also be your sniffer adapter to a switch SPAN port.

Server Hardware:

IBM eSeries X305 Server - Pentium IV 1.8Ghz 40Gb HD with 512 Mb ram running
Windows 2000 Server. This server has 2 10/100/1000Mbs Ethernet interfaces installed.

IBM Netvista server - Pentium III 500 Mhz 20Gb with 296Mb ram running Red Hat
Linux 7.2 Server. This server has 2 10/100Mbs Ethernet interfaces installed.

IBM PC350 running Red Hat Linux 7.0 operating as a Linux Router and firewall.
This server has 2 10Mbs Ethernet interfaces installed.

3.1 Windows Server - WIN2KSRV
10.1.1.77
A Windows 2000 server running DNS, DHCP, WINS, Media Services, TFTP, FTP,

Telnet, IIS and all of the other Windows services available under a standard Windows
2000 server.
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Applications on the servers

Adobe Acrobat reader

AG groups EtherPeek

Agilent Advisor protocol
analyzer

Agilent Advisor CBTs

Analyzer shareware protocol
analyzer

Astricom BLINK-2 ISDN
simulator management
application - (The student can
run ISDN traces from the Blink
application)

CiscoSecure ACS 2.6
CiscoWorks 2000 3.2

Cisco CD ROM documentation
April 2002

Cisco TFTP server
Hummingbird Exceed software
suite

Libnet packet development APIs
Mathsoft MathCAD

Mcaster Multicast shareware
utility

Microsoft Office 2000

Microsoft Visio 2000

Microsoft SQL Server 2000
Microsoft Visual C++

Microsoft Visual Basic

Microsoft Visual J++

Modem test utility

Modern Age Books
Encyclopedia of Networking

Full access to the internet to
download any patches or updates
to the applications and OS

Nantech BGP traffic generator
(trial version)

NetScan tools

NetSnoop utility

Netscape communicator
Network Toolbox 2.1

Norton AntiVirus Corporate
edition

Phone Dialer Pro( for VOIP
testing )

PingPlus utility

Pine Mountain Group PMG tools
Pine Mountain  Group
documentation resources
Protocols Come Alive protocol
simulator from RADCOMM
Real Player

SnaglIT

Sybex Cisco exam book practice
tests

Tardis 2000 NTP server

Virtual Network Computing
VNC server and viewer
Windows 2000 resource kit
Windows Media Server
Windows Media Player

WinZip

WS FTP server

Various CBTs, tutorials,
documentation and standards
references

Packetyzer Protocol Analyzer
LinkFerret Protocol Analyzer
And much more...
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WIN2KSRV DETAILS

The windows server WIN2KSRYV is your main resource of tools, tutorials and utilities in the lab.
Getting familiar with the server is important so you can get the most out of your lab experience.
This section will cover instructions on how to access the server and the more popular
applications that you will most likely use. Remember, there is plenty of “good stuff” on this
server, like RFC indexes, protocol tutorials and so forth, so take advantage of all this information
that is located at one source.

You can access this server in two ways. If your needs are simple like copying router
configuration files and command line based, then you can Telnet to the server from your PC over
the VPN by telnetting to the 10.1.1.77 address. You will be presented with a login and banner
screen. Please reference the LAB PASSWORDS file included in your VPN kit for you access
IDs. All users will share the same user ID and password. Since only one user at a time is in the
lab there will be no overlap of resources.

You will have full administrator level access to this server so be careful in what you do.
AMILABS has provided full access to the servers in the spirit of open access and knowledge
sharing. Please refer to section 9.0 Lab Policies/Do’s and Don’ts of this manual on server
etiquette.

The second and more preferred method of accessing the server is via a Windows Terminal
Services client, included in your VPN kit, or VNC also included in your VPN Kkit.

Since most of the applications, tools, and tutorials require a GUI this method will probably be
your main method of using the server.

Windows Terminal Services is the recommend method to access the WIN2KSRYV desktop for it
functions more efficiently than VNC in terms of display control and crispness. VNC is available
as a backup and is also used to access the NDIS adapters for the Software edition of Agilent
Advisor protocol analyzer software. (Windows Terminal Services blocks the use of the NDIS
adapters but VNC does not).

Section 6.0 describes the installation of Windows Terminal Services and VNC.

The left side of the desktop contains most of the application, tools and utilities icons you will
use. The right side contains most of the icons for documentation, CBTs and other training links.

After you have installed the terminal server and logged in you will be presented with a desktop
as depicted in figure (3.0).
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Figure (3.0).

[&i 10.1.1.77 - Terminal Services Client

o -
ETHERNET#1

ETHERMET#Z

FC IFFER.  ModemnTest
ETHERMET

TU| AL

AMI LABS Development
Windows 2000 Advanced Server

e B IF sosem

;iStart”J & 5 > »“

The server directory structure

When you Telnet or use Windows Terminal Services client to gain access into the server you
will have a default directory of labuser.

From within the labuser directory you should create you own personalized directory to store your
Cisco configurations and any other research documents. Since these directories are seen by all

users you can share your documents amongst them.
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Directory structure on the server:

ANALYZER A public domain protocol analyzer(desktop icon in place)
ASFRoot Windows Media server files

CISCO Cisco CD execution files

CISCO CERT Various config. examples from cert. books

CISCO I0S A directory hierarchy of different IOS Images for lab routes/switches
DOCUMENTS AND SETTINGS Default OS document repository

DOWNLOADS A directory where you can download utilities to from the Web
EDGETEST Cisco Cert test directory (desktop icon in place)
HACKERGAME Directory where hacker game is stored

IBM8230 UTILS Directory where IBM 82330 CAU/LAM utilities are stored
INETPUB IIS directory

LAB DOCUMENTATION This is an important directory to consult for the documentation of many of the
LAB applications, utilities and tutorials. Any tool or utility you download and
install in the lab for your use and others should have a directory and
documentation file here. This is also a general repository of reference
documents.

LAB VPN DOCUMENTATION A directory containing all of the files in your VPN kit for
easy reference including the VISIO diagrams for your editing purposes.

LABUSER This is your main directory to put shared documents and create
subfolders for your specific files

LIBNET C packet development API files

MCASTER Shareware Multicast utility(desktop icon in place)

PMG TOOLS Pine Mountain Tools **Very Good** (desktop icon in place)

PROGRAM FILES Where most of the applications are stored

SAMPLE PACKET TRACE I have included some of my packet traces for your studies or research.

TEMP A temporary directory to unzip apps. Please clean up when you are done.

WINNT Main OS directory. Please be careful in here.

3.2 WIN2KSRYV applications

If you are studying for a Cisco certification you will find many tools and reference links on the
desktop to aid in your studies.

Cisco TFTP Server

You can use this tool or Windows TFTP to up/download configuration files and 1OS images to
the lab routers and switches. This tool is a little easier then the windows version. Just point the
root directory to your directory under the LABUSER directory to store your configuration files.
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Telnet

-
1l e

Shortecuk ko
kelnet

There are two telnet icons for your use in the lab. You can telnet from your PC over the VPN as
discussed in the previous section to access the 2509 Terminal Server or to save on traffic
depending on your links performance just use the Windows Terminal Services telnet desktop
programs to access the 2509 Terminal Server or other lab devices like the Linux servers.

These are here for your ease of opening additional connections. One Telnet program is the
standard Microsoft Telnet program the other is Exceed’s Telnet application. Each application has
different benefits of use so depending on your needs they are both available.

Server network adapters. The server has two network adapters. These adapters can be managed
with the following desktop icons:

Ck

ETHERMET#1
D

ETHERMET#Z
FOR SNIFFER.

A note of caution about the adapters: They are represented differently in the various protocol
analyzer software loaded on the server. You can use the adapter that has 10.1.1.77 assigned to it
to “sniff” your DMZ(VLAN 1) segment but be careful on the mode of sniffing used. You may
knock yourself off your Windows Terminal Services connection. If this happens please follow
the directions in section 10 Technical Support.

A second broadcom adapter is available four addressing and sniffing. This adapter can have any
address and belong in any VLAN of your choice. You can run server applications like Cisco
Secure and multicasting server from this adapter and sniff at the same time. Any problems or
conflicts in this adapter will not affect your Windows Terminal Services session. Please refer to
section 4.0 Protocol Analyzers for details about adapter selection. To check to see which
Broadcom adapter is assigned what MAC address and IP address easily you can click on the
following icon on the desktop:

Eouk ko

Bro Elli CO
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You will get the following screen as depicted in figure (3.1).

Figure (3.1).
%¥ Broadcom Advanced Control Suite { v.2.34 ) [_ [T = |
Wital Sign |Qiagnustic3| LCable .t'-‘-.nalyﬁisl Etatisticgl
Help
BROADCOM. 0 Selected Adapter : [D00E] Broadcom Met<treme Gigabit Etherrnet
Installed Adapters IP Address 101177
[0007] Broadcom Met=<treme Gige Physical Address : 00-02-55-B7-16-7E
0006] Broadcom Met<treme Gig: .
il Al Driver Status : Driver Loaded. Momal Operating tode.
Diriver Wersion ; 257
% [Bus]Device Mumber : [2]4
Dperating Mode : 100 Mbpz Full Duplex [Copper]
Interrupt : 22
Memaory Address : 0=EDEFOO00
PCl Buz Mode : PCl-< 100MHZ B4 Bit Bus.
ASIC / Firrmware Wersion: [BCME703 42 / 57032 21¢
Metwork Status
% Link Status OK ¥ Enable Tray lzon
« | D ® [Gigabit Receive OK. @ Gigabit Transmit OF Refresh |
k. I Cancel | Apply |

You can check adapter status and run diagnostics from this utility.

WIN2KSRY Services

Services

The Services Icon is available to start and stop services and applications. For example DNS,
DHCP, WINS and other services are currently stopped by default. If your testing/research
requires such services, just configure the service, start the service, and perform your testing.
When you are completed with such testing please remember to turn off the service for the next

user.
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Windows Media

This is an actual Windows Media Multicasting server. You can learn how to produce
multicasting content and send it out over the lab network. You can learn how to use Windows
Media sever. You can combine learning the Windows Media server application with your Cisco
multicasting research and certification studies. One example is to create or add your own media
files, you can download these from the web, multicast them out of the main interface 10.1.1.77
side, over the crossover cable into your lab then have your Cisco configured multicasting setup
direct the multicast back onto the second interface where you can have Windows Media player
receive it. All of this is happening in the lab, remember you can sniff this too, and only the
screen shots are crossing the VPN.

MCASTER

MCASTER is a quick and dirty multicasting server utility to test your Cisco Multicasting
configurations. Use of this utility is primarily for Cisco configuration testing without the need of
multicasting receivers and so forth.

Phone Dialer Pro

Phione Dialer
Pro Far Yo

This application is used for your Cisco VOIP testing.

The Phone Dialer Pro or HyperTerminal utilities are used to access the COMM ports on the
server. The COM. ports are connected to modems that connect to the VOIP routers. You can
initiate calls from WIN2KSRYV, run debug on your Cisco router, and trace it either from the
stand-alone protocol analyzer or one of the protocol analyzers on WIN2KSRV. This is much
more flexible than using CSIM on the router which locks up your current session. An answering
machine is provided on another VOIP router so you can have 2 minutes of traffic to trace and test
your QOS options. You can use HyperTerminal and AT commands as a quick and dirty tool to
initiate VOIP calls or use in conjunction with Phone Dialer pro to have two different calls initiate
at once, on different COM. ports and monitor, sniff and debug your configurations. Please refer
to section 5.0 VOIP Testing for more details on how to test VOIP in this lab.
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Modem test

ModemTeskt

Modem test is a quick little utility to check the status of the modems attached off the server. You
can use this tool to initiate VOIP calls but the others mentioned above are easier to use.

BLINK?2 ISDN Simulator

wy

BLIMEZ ISDM
SIMULATOR

The lab contains a BLINK2 ISDN simulator. Most other rental racks use the BLINK2 but your
only control is from the Cisco Router. From the WIN2KSRYV you can console into the BLINK2
and run in-depth traces and change ISDN parameters such as SPIDS, Carrier Switch types et al.
You can then save and load these configurations at your convenience. Below are some screen
shots of the BLINK2 administration tool.

%;B-Link 2 | N = E3

Eq El q]l Elhgl % Irace | r[:Egploacl | ﬁgownloadl D_B_L:?L‘I":_S | il

| | IRASTRICOM B-LINK?2
B = o ISDN L ez —
. ”?5‘" SIMULATOR . l 'f:;
| Amromy ameont2
“|PORT 1] PORT 2|
rGlobal numbers
Unallocated numbers 1) ISDDD Other (specify) IF I3DEI‘3
User busy 17 ISDEll Loop back best I4DEID
o user responding {1E) IBDDE Exchange prefix IW
Mo answer (19 IBDDE
Zall rejected (21 ISDEM Switch type
Ok of order 27 [ao0s &
Mo channel available 24} =006 2 UsHL
Temporary failure (41} ISDEIT-"
Incompatible destination (58) IBDDEI Advanced
_;l

. Connected COM port 1 19200 8-M-1 Trace off Profile updated Complete ]
Figure (3.3). ! | ! !
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Select Port 1 or Port 2 to change SPID parameters:

Figure(3.4).
T (=]

=

El cll Elngl %l Irace | L5 Upload | ﬁgownloadl D_E—ELE | ll

| A ASTRICOM

- —

ISDN
SIMULATOR

UNIT  PORT 1 | poRT 2 |

rMNumbering mode
i~ Single
Bl&EB2 |fEEE SPLD. 11110101
[~
L)
i~ Dual fixed = Dual Aoating
f1111 SPLD. 11110101
E1/B2
j1112 SPLD. 11120101
 MSN
Bl &EZ2 |111D
Advanced
[
|Connected [ComM port 1 [19z005-N-1  [Trace off [Profile updated Complete ]
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You can even run an in-depth ISDN trace to fully help your understanding of how the ISDN
protocol suite works.
Figure (3.5).

%% ISDN Trace - no file logging

TIME STAMP | SOURCE | EVENT |;
o0:07:13.683 NET 1 I Frame - Length: 4 L

0.921 - ZAPI:00 TEI:065 C/R:1 RR PAF:1 N(R):000
Layer 2 Hex:02Z 53 01 01
00:07:13.702| T3R 1 I Frame - Length: 4
0.921 - SAPI:00 TEI:065 C/R:1 RR P/F:1 N(R):000
Layer 2 Hex:02 53 01 01
oo0:07:17.083 NET 2 I Frame - Length: 4
0.921 - ZAPI:00 TEI:065 C/R:1 RR PAF:1 N(R):000
Layer 2 Hex:02Z 53 01 01
0o0:07:17.101| T3R 2 I Frame - Length: 4
0.921 - SAPI:00 TEI:065 C/R:1 RR P/F:1 N(R):000
Layer 2 Hex:02 53 01 01
o0:07:23.683 NET 1 I Frame - Length: 4
0.921 - ZAPI:00 TEI:065 C/R:1 RR PAF:1 N(R):000
Layer 2 Hex:02Z 53 01 01
00:07:23,701 TSR 1 I Frame - Length: 4
0.921 - SAPI:00 TEI:065 C/R:1 RR P/F:1 N(R):000
Layer 2 Hex:02 53 01 01

BLINK?2 Documentation

BLINK?2 Documentation icon is located on the right side of you desktop. It is the PDF
documentation on how to use the BLINK2 ISDN Simulator. Please reference before using the
BLINK?2 utility mentioned earlier.
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Nanotech BGP trafficGen

Mantech BSP
Trafficizen

Nanotech BGP TrafficGen is a shareware utility that you can use to Generate BGP route traffic
into the lab. This tool is great for your Cisco Certification studies. You can generate traffic on
any of the WIN2KSRYV interfaces, debug it on your routers and sniff the packets as well...This
utility also generates regular traffic and you can set QoS levels for each generated stream to test
various QoS configurations. This is a trial version so if demand picks up on its use a licensed
copy will be added.

Tardis NTP 2000 Server

Tardis 2000
MNTP SERVER

Tardis NTP 2000 Server is a shareware NTP server you can use on any of the WIN2KSRV
interfaces for Cisco NTP testing. You can make WIN2KSRV the master server and have lab
routers peer with this server. The server can obtain accurate times via the web. Another non-
managed Tardis server is available on the 10.1.1.0/8 segment if you want to peer with that one. It
is located at 10.1.1.254. However you will need the crossover connection into the 10.1.1.0/8
network to synchronize you lab routers and switches.

VNC Viewer

YWHRIC Miewer

VNC Viewer is also available from the desktop. You can use this viewer to access the Linux
servers and or the stand-alone Agilent Advisor protocol analyzer in the lab instead of running the
view from your PC over the VPN. Your use either local on the WIN2KSRYV or over the VPN is
your choice based on performance or ease of accessibility( all apps running from the server).
Refer to section 6.0 Terminal Services and VNC on how to use this application.
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CISCO DOC CD

CISCO DOC CD contains the April CD of the Cisco Documentation in the Server’s CDROM
Drive, Drive D:

This is available for Cisco Certification students and general Cisco testing and research usages.
You can also access the CCO web site by just initiating an Internet Explorer session.

Internet Explorer. Favorites are very good.

.

-r-

Internet
Explorer

Internet Explorer is the default browser installed on this server. You can access the web from this
server to reach other research sites, download configs, utilities or IOS images(if you have a CCO
account), directly to the server. No need to use your PC’s Internet connection do download such
items and then transfer them over the VPN to the server. This step has been removed for your
ease. The Favorites already includes a Computer Science folder with a plethora of networking
and general computer science links. Some of the more popular Cisco topic links are included.
You can rearrange these for your studying purposes. Other topics like Wireless and Network
Security are available. Check them out or copy them to view from your own PC when you are
not online in the lab.

NetAnalyst Toolkit “**VERY COOL***

MetAnalyst
Toolkik
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Netanalyst Toolkit is a very good network tool that is highly recommended you use to solve
problems and learn networking topics.

PMG Resources ***VERY GOQD***

PMG Resources is an excellent source of RFC, OUI, IEN and general protocol indexes. All of
this information is on your desktop so if you need a quick reference to some protocol information
it is available.

IP Subnet Calculator

IPSubnetCa. ..

IP Subnet Calculator is a quick little utility to aid you in your subnetting exercises.

Encyclopedia of Networking

5

Encyclopedia
of Nebworking

Encyclopedia of Networking is a useful indexed Encyclopedia of network technologies from
LAN TIMES. A very good reference and study tool.

Protocols Come Alive ***AWESOMIE®***

Proko

come alive
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Protocols Come alive is a protocol packet simulator from RADCOM that lets you select any kind
of LAN or WAN interface and layer 1 through 5 protocol and it generates traffic in simulation
mode(not on any interface) plus displays the decodes for you. You can simulate and look at
ATM, OC3, SONET, FRAME-RELAY traffic and packet headers. A great learning tool for
understanding protocols.

A World of Protocols ***VERY GOOD***

Protocaols

A World of Protocols is the accompanying documentation and protocols reference guide for the
Protocols Come Alive application. In the preface there is a section titled “About this Book” just
clink on the Protocols or Technologies links to get a comprehensive reference about just about
every protocol in use. The Technologies link covers WAN technologies and pin outs for most
interfaces.

Ethernet Tutorial ***VERY GOOD***

TURORIAL
Ethernet Tutorial is a very good Power Point based tutorial on Ethernet and Fast Ethernet. This
tutorial covers the lower level electrical and mechanical aspects of Ethernet technologies. A must

read.

H.323 Tutorial “** VERY GOOD***

e

H.323
TUTORIAL

This is a very good Power Point based H.323 and VOIP tutorial that covers the in-depth
mechanics of the protocols involved a great reference to you VOIP testing and protocol analysis.
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Learning Perl

LEARMIMG
PER.L

Learning Perl is a local Web based tutorial on Perl programming.
Cisco Secure ACS

8125 Admin

Cisco Secure ACS is the Cisco Secure ACS version 2.6 server running on this server. The
services are already started. To stop the Cisco Secure ACS service just go into the Services
application(mentioned earlier) and stop the following services that start with a CS. You can use
the DMZ 10.1.1.66 or the free interface to experiment, test and manage all of the security
options on the Cisco Routers and Switches.

To access Cisco Secure you can use the WIN2KSRV desktop shortcut Icon or from your
workstation over the VPN just open a web browser window and point to the following URL
http://10.1.1.77:2002

Cisco Works coming soon.
AMILABS in house version is available upon request. — See section 11.0 Special Requests.
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Analyzer

Analyzer(see figure (3.6)) is a shareware public domain protocol analyzer and is very good for
quick and dirty traces. It can natively use the NDIS adapters while you are in your Windows
Terminal Services session, so no need to have a separate VNC session just to use this protocol
analyzer. The web site for this analyzer is http://analyzer.polito.it/ if you wish to get your own
copy and check out the documentation.

Figure (3.6).
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..... @ Total length = 560 bytes OF A | 00 80 52 30 | 17 80 35 F8 | 06 F5 F4 €0 [0.___ _BRO__5____"1
,,,,, o dentifieation o £G4 || 08 2B | A0 02 8F S0 | B1 41 EF CO | 35 OC 3C F5 [}. .+ ... A .5 <17
1 _'I_I <] I>|_I
Ready I I I

The Analyzer, Packetyzer, Ethereal and Agilent Advisor protocol Analyzers Icons will be

covered in more detail section 4.0 Protocol Analyzers.

vQT

VQT is an Agilent’s Telegra Voice Quality testing tool. With this product, you can evaluate the
quality and characteristics of voice signals carried on both analog and digital links. The VQT is
particularly useful when evaluating voice signals carried on packet networks. VQT Application
Software. This intuitive and easy-to-use software leads you through the necessary steps to test
voice quality, calculates and displays measurement results in both graphical and spreadsheet
formats, and provides procedural and interpretive information via a multi-mode embedded Help
system. In addition, you can customize the application for your unique testing situations in the
form of user-configurable Task Lists and automated test scripts. The software provides for both
local and remotely controlled testing involving single or multiple VQT test devices. The demo
scenario is a great resource to learn how to use such a tool. See figure (3.7) below for a screen

shot.

Figure (3.7).
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iy Agilent Technologies Telegra ¥QT {Analog) [Demo Mode] - [System test: 4. Clarity (PSQM)]
= File Edit Wiew Interface Measurements Tools ‘Window Help 15 x|

=l iee & s  ETEErEErFER S E MO Ao E Maw | DALY e F
ol Audio Configuration Audio Path
System test =l Audio Source [Fr & (P [E| ||| Senmes st " One‘way Source
Audin Destination IPUQ E [FX0) " Source > Destination ~> Source " One‘wWap Destination

Audio Reference File Received Audio File

|Data\wav\dr1-miab1-5i837.wav Brawse ... | |Data\wav\psqmsave.wav Brawse .. |

¥ Prompt for averwrite

’ﬁlaltl ﬁ Advanced Confia.. | @ AudoMonitor Config..

¥ Psom

™ Max PSOM Thresh
¥ Reference

¥ Feceived

™ Time Cursor

M aximize...

Clarity (PS0M] measurement - provides an objective measure of

I-‘Werage PSOM woice clarity using the PSR+ algarithm

ID.S?

Awg PSOM Threshold M Max PSOM Thiesh To run this measwement:
" — (1] Make sure you have done these things.
Outlers (%] 0.00 PS0OM Std. Deviati [2) Configure the Clarity parameters ahove.

IMakimum PaaM |4.70

[3) Start the test [Start button above].
[4) See the primary results [white backgraund in the spreadsheet) ta
quickly interpret the measurement

Olutlier:

tore Info Interpreting Clarity [PS G| Results
<& Prewousl = Mext
Activate the Yoice Activity Detector Measurement |A (FX0) ‘555-1234 = ‘B BiFX0) ‘

Agilent Advisor LAN CBT *

agilent
visar L
-

Agilent Advisor LAN CBT - this icon is on the right side of your desktop and is a full CBT on
how to use the Stand Alone advisor unit in the lab and the software edition on this server. You
should go through this CBT before using the analyzers. AMILABS can provide a quick online
demonstration and tutorial to get you going on the protocol analyzers. The lab administrator can
step you through the process of starting a trace, generating traffic, editing packets, using the
VOIP RTP functions and saving your traces. This can be done in VNC.

LAB USER MESSAGE BOARD
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LAB USER MESSAGE BOARD is just a basic MS-WORD document that lab users can use to
post messages, tips, requests to use one another’s files and so forth. It is just a basic
communication method among visiting users. The users, if they feel comfortable, can leave their
email address for others to use to communicate directly. If demand picks up a web based board
or IRC type of application may be added in the future. Remember this is an open system so
postings should only be relative to lab issues.

Other applications

Other Icons on the desktop such as Netsnoop or Ipscan are general utilities you can use in your
network testing and security research. Most of the other Icons on the desktop are self-
explanatory. The development Icons for Visual C, Basic and Java are also available. There are
additional applications that were listed at the beginning of section 3.0 that are not present on the
desktop for space reasons but are available in the START - PROGRAMS menu and a full list of
the remaining applications will appear. See figure (3.8) below.

Figure (3.8).
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= CCessaries ardi=
E=] i Tardi
I = miniskrakive Tool= (=] ge Tesks
Adrniniskraki Tool The Ed Tesk
I = ilen wisar
=] Agilent adwi W
1==] agilent adwvisar a4Tr CET wWhakslp
| d b

agilent adwisor LAk CET
a=krican

Cisco CD-ROM Producks
CiscoSecure 8CS wE. 6
Excesd

Excesd Tools

Hawes %.92 Modem
Hurnmingbird sccessories
Hurnmingbird Swstern Adminiskration
Hurnmringbird Host Access
Liwelpdate Adrministration LEilikw
Makthsoft Apps=

Microsoft Developer Metwork.
Microsoft OfFfice Tools
Microsoft Sl Serwer
Microsoft SOl Serwver - Swikch
Microsoft Wisual J4+4+ 6.0
Microsoft Wisual Studio 6.0
Microsoft Web Publishing
ModemTesk

Modern Age Books

MetScanTools

rletscape “ommunicator Professional Edition

Mektwork Toolbox 2.1
Morkon Antivirus Corporate Edition
Phone Dialer Pro
PingPlus

PrMS Tools

Protocols come alive
Real

RealWrC

Snaglk &

Skarktup

Swhex CCDP S5

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥|¥ ¥ ¥ | r ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ *F ¥ ¥ ¥ ¥ ¥ F¥¥ ¥ ¥ ¥ ¥ ¥ ¥

Windows ZO000 Resource Kik
Windows Media
wWlinZip

w'S_FTP

we'S_Ping ProPack
Acrobat Reader 5.0
S5 Group EtherPesk 4
Cisco TETP Server
Inkernet Explorer
Microsoft Access
Microsoft Excel
Microsoft FronkPage
Microsoft Oukloolk
Microsoft PoweerPoink
Microsoft Word
MetSnoop

Cutlook Express
Reallne Plawer

Wisio Z0O0o0

windows Media Plawer

Microsoft Exchange Chat Serwvice

Line Monitar

¥ ¥ ¥ ¥ ¥ ¥ ¥ v r
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3.3 Linux Server — LINUXDEYV
10.1.1.78

This is a full Red Hat 7.2 installation with GNOME, KDE environments, all packages and RPMs
installed. This server is a fully blown RED HAT LINUX 7.2 Server containing all of the Linux
desktop and server application suites included in Red Hat Linux server. You can Telnet to this
server see figure (3.9) and access all resources at Super User level. The server has two
10/100Mbs Ethernet and one 16Mbs Token-Ring interface. You can access this server via
Telnet, VNC and X Windows if you have X client software or run the Exceed client on the
WIN2KSRYV server. This server can also be used for DNS, TFTP, FTP, Multicasting, WEB and
other services.

* Full console and X Windows * TCPDUMP sniffer daemon
development with KDD 2.0 * Oracle (9i coming soon)

e LIBNET and LIBCAP packet e All Linux administration tools
development API libraries and applications that come

* APACHE server standard with Red Hat Sever

* NFS server 7.2

* DNS server * Full access to the Internet to

* SQL server download any patches or

¢ All application Daemons updates to the applications and
available OS

* XServer

Figure (3.9).
£ CAWINNT' System32\ telnet.exe

Red Hat Linux release 7.2 (Enigma)
Kernel 2.4.7-18 on an i686

login: labuser

Password:

Last login: Thu Oct 31 16:36:46 from 19.1.1.1

kxxxxxxxllelcome to the Applied Methodologieé LAB Linux Development Servers*xxxxxx

[labuser®LINUXDEY labuserl$ _

VNC to this server — see figure (3.10)
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The server has a basic VNC configuration. You can use your VNC viewer from your
desktop over the VPN or from the WIN2KSRYV server in Windows Terminal Services. If
you are familiar with tuning VNC on the Linux Server you can reconfigure it to support
the GNOME or KDE desktops.

Figure
(3.10).

File New Bookmarks Desktop Windows Help |

[EI-* Konsole - labuser@LINUXDEVY:/ - Konsole [=]Dl

File Sessions Settings Help

‘% @ @ ﬁ , @ ’@ @ @ /:/} ;;,Konsug = Libuse cGLTTATEY /| EI\@IL’H |
A copy of Exceed is also available on the WIN2KSRYV server for your use as an
Xwindow client to the LINUXDEYV server.

0240403

3.4 Linux Router - LINUXFWRTR
10.1.1.79

This is a Red Hat Linux 7.0 Firewall and Router. This server is stripped down in terms of
applications and run level daemons available but provides an excellent environment to
learn and test Linux routing and firewall capabilities with [PChains/Tables and Tripwire.
The server has two 10Mbs Ethernet adapters to be configured any which way you wish.
One example is to configure adapters on different VLANS so you can run TCPDUMP or
any shareware Linux protocol analyzer on different segments thus turning this box into a
“distributed sniffer”. You can perform the same action on all the other servers mentioned
previously as well. You can access this server by Telnet or VNC. See figure (3.11).
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Figure (3.11).
;’l::"-.,wINNT"-.,Systen‘|32"-.,telnet.exe
KEKEEXK EEEXKEKEX EEXEEXKEX EEXKEXEEEK XXX KRKEKRK
EEXEEK XX KEEX KEXX EEEE KEXX EEXKEXEEEK XXX KRKEKRK
FEEEXEEELEEX KEXEX KEEX EEXEX KEXEX KEXX
KKK KKK KX KX KKK KEEX EEKEX KEXE
HEEE HEXEX HEXEX HEXEXEXEEXEXE HEXX HEXHE
KK XX KX KX KX KX EEEXKKXK EEKEX KEXE
EEEXRKEXREXXERKEX R KX KX XXX EEKEX KEXE
KEEEKEEEEXXXKERKEXKEX KX KX E$.4 EEKEX KEXE
KEKE KKEX KX KX EEKEX KEXE
HEXR HEXEX HEXEX HEXX HEXHE
EKEX KEKE KX KX EEKEX EEXKEXEEEK XXX KRKEKRK
KKK KEKEX KX KX EEKEX EEXKEXEEEK XXX KRKEKRK

Helcome to the Applied Methodologies, Inc.
omputer Science LAB and Networ

P Pt Pt P Rt i i 3 131133 11 1133 31 1131111111t 111111t11321¢1]
* Offenders will be prosecuted to the full extent of the LAW! ¥

* We are currently watching vour steps! ¥
R I T NI I I I

%% Helcome to the AMI Network, enjoy your research...

login: amilab
Password:
in: Mon Nov 4 18:36:57 from 10.1.1.77
localhost ~1% ifconfig
Link encap: Ethernet HWaddr @@0:20:AF:19:C1:24
inet addr:18.1.1.79 Bcast:10.255.255.255 Mask:255.0.0.0
UP BROADCAST RUNNING MULTICAST MIU:1508 Metric:1
X packets:1213 errors:@ dropped:@ overruns:@ frame:@
TX packets:413 errors:@ dropped: @ overruns:®@ carrier:63
collisions:@ txqueuelen:
Interrupt: 1@ Base address:@x300

L1nk encap; Ethernet HHaddr Pi: AR:24:C3: CE: A9

addr:90. .1 Bcast:90.255.255.255 Mask:255.0.08.0
UP BROADCAST RUNNING MULTICAST MTU: 1508 Metric:1
RA packets: 1332 errors:® dropped:@ overruns:@ frame:0
TX packets:3 errors:Q@ dropped:@ overruns:@ carrier:@
collisions: @ txqueuelen: 103
Interrupt:11 Base address:@dx21@

3.5 A note about the lab servers

These servers are basically “SCRATCHPAD” servers for your educational and
research experience. What this means is that you have ROOT and Administrator
level access to these servers to do whatever you need to do. Please be careful and do
not shut down any services and daemons unless you know what you are doing. Since
these are open servers, other folks will be accessing them so please do not screw it
up for the other users. If theses servers are abused in any manner then AMILABS
will lock down their capabilities and access. These servers are available for your
benefit and the etiquette of use in this lab is based on the honor system. So please be
careful and cognizant of other users.
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Note: you may have to fiddle around with some Windows/Linux settings to get some
of the applications to work properly. Sorry, but that is the nature of an open system
with various commercial, demo and beta applications installed.

4.0 Protocol Analyzers

The lab contains several protocols analyzers for your use to help in understanding how
network protocols work, generate traffic for stimuli tests against routers, switches,
servers, plus perform application impact analysis, test and validate your network
configurations, analyze VOIP traffic and for learning how to use a LAN/WAN protocol
analyzer. Various protocol analyzers are available to enhance your understanding of
using such tools, compare differences between analyzer products and to assist you in
expanding your skill base by using different protocol analyzers.

4.1 Agilent Advisor
Agilent Advisor Stand-alone J2300E

The Agilent Advisor is a fully functional standalone Agilent Advisor LAN/WAN
protocol analyzer model J2300E with Fast Ethernet, Token-Ring, T-1 bantam, DDS,
ISDN, V.35, RS232, and RS449 interfaces. You can access this protocol analyzer as if
you were in front of it by using VNC either from your computer over the VPN or from
the WIN2KSRYV server. You can run traces on WAN and LAN segments separately or
simultaneously to follow your packets from LAN to WAN media, generate traffic and
monitor/analyze VOIP calls.

The main network diagram AMI NETWORK LAB shown in section 2.0 and included in
your VPN kit) shows the three points in the lab network where the unit is physically
connected and the interfaces used. The Agilent Advisor software is GUI based and is
easy to figure out if you have used protocol analyzers(sniffers) before. However, it is
recommended that before you use this unit you go through the CBT on the WIN2KSRV
server. The Advisor currently has the Fast Ethernet interface undercradle and the T-1
network module installed. If you want to use the combined Token-Ring and 10Mbs
Ethernet under cradle please send a request to the lab administrator before your session
starts. See section 12.0 Special Requests for more details.
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To use the standalone J2300E Agilent Advisor follow these steps:

Establish a VNC session to the protocol analyzer either from your VNC viewer over the
VPN or from the WIN2KSRYV server. See section 7.2 Virtual Network Computing
(VNC) setup for instructions on how to setup VNC.

\/e

YAC Viewer

Then type in 10.1.1.100:0 in the VNC viewer window: the 10.1.1.100 is the address of
the standalone Advisor the 0 is the VNC display number. This is the default to use on this
unit. See figure (4.0) below:

Figure (4.0).
Connection details |

V2 wncsewer [1071.1000 =]
Ilze host: dizplay % Cancel |
£, shoopy:2 :
[Display defaults ta 0 f not given) Optians... |

You will be prompted for a password just use the password listed in the LAB
PASSWORD file included in your VPN Kkit.

¥NC Authentication

—_ _QK

VE Seszion pazsword; I ““““““ 1

— Cancel |
[

Then you will get the stand alone units desktop as shown if figure (4.1) below:
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Figure (4.1).

P default

Agilent Advis

Lo Agitent Reslnologies
hEd «

Hsan| | @5 | EBERE 33PM

You can select the desktop Icons or use the Start Menu as shown in figure (4.2).
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Figure (4.2).

windows Update

ATM Analysiz
FDDI D&S
Mew Office Document Wit dnalysis FDDI 545
Literature FDDI TP

Utilities Utilities
Agilent VAT Ethemet 5% E dition [previous card)
Ethemet S\ Edition [select card)
Programs Ethemet Undercradle

k

Open Office Document

FEvmliss FODI Urdersradle
Off-Line Ethermet Expert
Qff-Line FODI Expert
Settings Dff-Line TokenRing Expert
TokenRing Undercradle
DEMO Gigabit Ethermet Undercradle
Help Gigabit Ethernet Undercradle

Documents

Find

Bun...

Log OFf Default...

Shut Diowr...

| & =3 |J Lan dgilent fdvisor LAM [Unde. . | R Ea5PM

E0 HAdEEL W

Then select your adapter to AUTO-NEGEOIATE if not already set. See figure (4.3).
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Figure (4.3).
P default HE
Agilenl Advigor LAM [Undercradle] - [Idle : Configuration]

LA File Bun Yiew GoTo Setup Window Help

NEET
At B s 2 e | | = [ | || | ]
1] « DI | | | 14 MB
Intesface/Pratocals ] Capture Filters] Log ] License Softwale]
Metwork Data Source Buffer Options
[fietizse Trpe | J [ Packet Slicing
Packet Size Bytes
Media Connection |[{Ramlaly = EE
i Buffer Size 14.00 MB A
|
Line Speed ’
e =pes | [~ MAL: Dptions
Line Mods | = MAC Address |00-60-B021-6882 J
Monitor Dptions Tranzmit Password
Monitar Type |C0ntinu0us j
Configure Transmit Password. .. |
tonitor Penod [hhh:mm) ,_ 5 l_
Ready FastEth Undercradie 7@ & @ THE 100 Mb | Mode HDX
san| | & 4 |LnNAgiIenl Advisor LAN .. e 2P

Then select the tool you want to use in this case DECODES and press the traffic light to
change from GREEN to RED to start and stop your traces. See figure (4.4).
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Figure (4.4).
Edefault !E

Agilenl Advizor LAN [Undercradle) - [Capture Buffer : Decode : Decode Data]

|8 Fie Bun ‘“iew GoTo Setup Window Help
Al B | ] | 2 i | = B | || ]
15395036144130 1| ¢ | o] Reen | Time | |

+ ASCIl ¢ EBCDIC

14 MB |
Filter... | Search...|

| Nest Error |

= D W Summarp W Detaled W Hex

Frame yLlute Time

1 ; .331441 01-00-0¢- CC [
284 15:39:30.331587 00-0%-EE-33-E8-18 01-00-0C-CC-CC-CC I5L EncapTyp
3319 15:39:58.18195%6 00-10-TBE-3B-03-D5 01-00-0C-CC-Co-Co MLC sre=00-1
4 182 15:40:01.818458 00-02-253-B7-16-TB L1l NetBIOS Stns MAC spo=00-0
5239 15:40:13.545017 00-00-39-38-E4-1B L1l NetBIOS Stns HLC sro=00-0
6 96 15:40:13.945853 10.1.1.254 10.255.255.255 ETHER  00-00-39
H N -l
———————————— MAC Header ---——-—-—-—-—-——— Al
MLC: Destination: 01-00-0C-CC-CC-CC ]
MLZ: Source: 00-09-EB-33-E9-18
ML Length: 40
MALC: FCS: 940D30D1
———————————— LLC Header --------—-———-
[« | ' . 2=
[~ |
01 00 0 co oo oo 00 09 ef 33 .9 18 00 28 aa aa  ........ . 3000,
03 00 00 0c 20 04 01 00 01 00 0Ob 61 6d 6% 6c 61 ... ... ... amila |
62 00 00 02 00 05 02 00 03 00 05 40 00 04 00 0a |+ p.... Q
jJ_JOO 09 ef 33 =& 18 00 00 00 00 00 00 84 0d 30 d1 B 0. EiEl
Ready FastEth Undererade |5 & @ T 100 Mb |Mode FD fm

3:40 PM

ffStart| | @ 3 & |LFIN Agilent Advisor LAN [ EEed

Agilent Advisor Software Edition model J1955A on the WIN2KSRY server.

.
wif
£ =

Ethernet
Edition

This software is functionally equivalent on the standalone unit discussed above with the
exceptions of the WAN and Token-Ring interfaces. There is currently an issue using this
software under Windows Terminal Services for the NDIS adapters do not show up.

To use this software just open a VNC connection as discussed earlier to the WIN2KSRV
server and run the application. A window titled “Quickstart Expert” mode window
may pop up to assist you. If you know what you are doing you can close this window and
go directly into the application. It is recommended that you do not change the LINE
MODE option in the configuration panel of the adapters from “MONITOR” to
“NODE?” if it is allowed.
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In NODE mode you may lose connectivity to the server if you are using the 10.1.1.77
adapter. In MONITOR mode you can capture and generate traffic while still connected
to the server from that single interface. Of course you should be using the second

interface for you “sniffing” needs. You can adjust the capture buffer from 0.50Mb to
64Mb.

To use the Agilent Advisor on the WIN2KSRYV server VNC from your PC over the VPN
to the server using the address of 10.1.1.77:0. See figure (4.5).

Figure (4.5).
Connection details |
VE WNC server: [10.1.1.77.0) |
Ilze host:dizplay ﬂl

£.0. gnoopy; 2 .
[Dizplay defaultz to O if not given] Dpt'&l

You will be prompted for a password just use the password in the LAB PASSWORD
file included in your VPN kit.

¥NC Authentication

— _QK
VE Sezzion pazsword; I xxxxxx 1
—_— Cancel |

[

To use the Agilent Advisor on the WIN2KSRV to use both Broadcom 10/100/1000
Ethernet adapters select the following Icon to select one or both Broadcom adapters:

You will get the following screen as shown in figure (4.6).
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Figure (4.6).
select NDIS Adapter x|

Select Primary MOIS Wetwark, Adapter [far zsingle port opertation)
Adapher | D | H

B# Broadcom Net<treme Gigabit Ethernet WDevic. . E
B3 Broadcom Net<teme Gigabit Ethernet WOevic... i
Select Secondany MDIS Metwork, Adapter

[for twio pork monitoring using external tap)
Adapter | 1D | -
B3 <<rones>

Broadcom Met=treme Gigabit Ethernet :
B8 Praadrom Mabdtrame Ginahit FHhamst RPN j

™| ShovHidden &dapters [Windows M

Select "Cancel" ta enter Offline mode

] Cancel |

A note about the WIN2KSRYV server NDIS Broadcom Gigabit Ethernet adapters
and the protocol analyzers used: The bottom NDIS adapter in figure (4.6) and all
such displays is the adapter you have your Windows Terminal Services session through
(10.1.1.77). The top NDIS adapter is the free NDIS adapter in your lab for use. You
can select both to be used, a primary and secondary. The proper configuration to use
your second Broadcom adapter is to have the primary NDIS adapter set to the bottom
adapter and the secondary NDIS adaptor set to the top adaptor as depicted above in
figure (4.6).

And the icon to use that remembers the last adapter selected and does not provide a
choice is:

y-if
£l =

Ethernet Sty
Edition

The adapters have already been setup for you so you just use the icon above to start the
Advisor session.

You will get the same screens and START MENU options as shown previously in the
stand alone Agilent Advisor J2300E section however, instead of the of AUTO
NEGEOATE setting for the line mode, in the WIN2KSRV Software edition via VNC
make sure your line mode is configured MONITOR FULL DUPLEX BOTH
DIRECTIONS, as per figure (4.7).
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Figure (4.7).

Agilent Advisor LAN _ 1Ol x|
File Rum “Wiew GoTo Setup ‘window Help

A B e | e i = B e | S
I EIJJ jﬂl Hecﬂ...l Time...l | 14 MB

Idle : Configuration

Interface/Frotocal: | Capture Filtersl Log I License Softwarel

— Metwork Data Source — Buffer Option

[ Packet Slicing

Packet Size I‘I oo Bytes
Buffer Size |14.DD MEB 'I

— MAL Options

Line Mode aritor Full Duplex Baoth Direcl_]:\! MAC Address IDD-D2-55-B?-1 S J

Mode Half Duplex
taritar Half Duplex

Interface Type INDIS Fazt Ethermet j

Media Connection |T>< Fazt Ethernet ﬂ

Line Speed I‘IEIU MHb j

— bonitor Options — Tranemit Pazzword

Moritar Type | Continuous

Maritor Period (hih:mim) |U24 le

Configure Transmit Password... |

G- W<l ”|J|.Agilent Advisor LAN B8 o 2 CT g

You can then proceed to trace and run tests as mentioned earlier in this section.
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AG Group Etherpeek4 on the WIN2KSRY server.

A Group
EtherPeek 4

To run Etherpeek the same issue regarding the Windows Terminal Services and NDIS
adapters that were present for the Agilent software are present for the Etherpeek software.
The solution is the same as the Agilent, just use VNC to connect to the server to run the
Etherpeek software and select an adapter to use.

Figure (4.8).
-, EtherPeek
File Edit Wiew Capture Sepd Stakiskics Tools  Window Help k

DS @ld] Bl it £ |Sw]o|m(m| =]m]5

%I I Date I Time I Message

T o 10/09/2002 14:47:23 EtherPeck started -
o 10/09/2002 14:47:29 Selected adapter: Broadcom Metktreme Gigabit Ethernet

o 1009/2002 14:47.35 EtherPeek quit

o 10/08/2002 15:14:08 EtherPeek started

o 100872002 151415 EtherPeek quit

o 10M0/2002 17:30:26 EtherPeek started

o 10M0/2002 173104 EtherPeek quit

o 10M1/2002 12:18:56 EtherPeek started

o 10M172002 121906 EtherPeek quit

o 10M1/2002 12:20:03 EtherPeek started

& 101172002 12:20:23 EtherPeek auit LI

For Help, press FL

B

AMIT.ARS 57



Lab Manual November 2002

Analyzer on the WIN2KSRY server

Hn-:ul' ZE

Analyzer is a shareware protocol analyzer on the WIN2KSRYV server from Politecnico
Analyzer. There is no NDIS and Windows Terminal Services issue with this software so
it can be run within you normal Windows Terminal Services session. So, no VNC session
is required. This software is a quick and easy to use protocol analyzer for that quick
“trace”. The documentation and links to obtain you own copy are found at
http://analyzer.polito.it/. Figure (4.9) below is a screenshot of Analyzer’s post capture
screen.

Figure (4.9).
£ Analyzer - [Capture: Untitled] M
ﬁi:EiIe Edit Packsts Statistics Graphs Setup ‘View ‘Window 7 _15 %]

FREHB RE|LBEX EBRE P
ﬂ@“u»tl}s‘ %
S| a Y

Pht n® Time (h:m:z) [Dest. MAC Sre. MAC Hetmor Description -
1 04:44:40.419734 000255-5DFAT 000255-B7167E | 1P 104477 == 10.1.1.6 (569) TCP: Port (3389 =» 2533) Data (SN 155968984
2 04:44:40.420092 000255-B7167B 000255-5DF2AT | IP: 10116 == 10.1.1.77 (40) TCP: Port (2533 =» 3389) Data (3N 213483387
3 044444 214822 000255-B7167E 000255-50F8AT | 1P 10446 == 10.1.1.77 (100) TCP: Port (2533 =» 3338) Data (3N 812483387
4 04:44:41.334489 000255-B7167B 000255-5DFAT | IF: 10.1.1.6 == 10.1.1.77 (160) TCP: Port (2533 =» 3389) Data (3N 212483447
] 04:44:44.334489 000255-5DF2AT 000255-B7167E | IP: 104477 == 10116 (400 TCP: Port (3389 => 2533) Data (3N 153069037
G 04:44:41. 267059 000255-5DFAT 000255-B7167B | IP: 101177 == 101,16 (89) TCP: Port (3389 =» 2533) Data (3N 155969037
7 04:44:441 434316 000255-B7167E 000255-50F8AT | 1P 10446 == 10.1.1.77 (148) TCP: Port (2533 =» 3338) Data (3N 3134035667~
g 04:44:41 554452 000255-B7167B 000255-5DFAT | 1P 10.1.1.6 == 10.1.1.77 (160) TCP: Port (2533 =» 3389) Data (3N 212483675
| 04:44:41 554489 000255-5DF8AT 000255-B71678 | IP: 104177 == 10116 (40) TCP: Port (3388 =» 2533) Data (3N 155969043
10 044442087521 000255-B7 1678 000255-50FAT | IF: 10116 == 10.1.1.77 (112) TCP: Port (2533 =» 3380) Data (3N 813483705
1 04:44:42 278923 000255-GDF8AT 000255-B71678 | IP: 101177 == 10116 (40) TCP: Port (3388 =» 2533) Data (3N 155969043
12 044442 56478 000265-6DFAT 000265-B7167E | IP: 101177 == 10116 (96) TCP: Port (3389 => 2633) Data (3N 155060043
13 04:44:42 fi65292 000255-B7 1678 000255-5DF8A7 | IP: 10116 == 10.1.1.77 (40) TCP: Port (2533 =» 3389) Data (SN 815463867
7 | ol

=[] — Ethemet v.2.0 MAC Header — || 5550 1 F8 A7 00 02 1 55 B7 16 7B | 08 00 45 00 [..V]....V..{..E.] &
----- @ Destination = Computer 000255-5DF8A7 (Universal; CA éR | 40 00 80 06 | 00 00 OR 01 ] 01 4D 0R 01 [.9.3@........M..]
----- @ Source = Computer 00255-B7167B (Universal; Vend: || O 3D | 09 E5 5C F6 | FA 77 30 C8 | 9B 88 50 18 [...=..\..wl...P.]
----- @ Etherype = 0800h (DOD Intemnet Protocol (| Xerox) 1% 80 1 00 00 00 82 | 11 80 21 OA | 02 CF 7E D1 [.B........L...~.]
31C2 1 614C 22 6F | 62 58 44 E6 | 7B E9 30 50 [.[1.aL"cbXD.{.0]]
B~ IPvd Header OACL | 74 9 6F 83 | OF B9 96 44 | C3 3R AE BB ['...t.o....D.:..]
""" @ Vesion=4 42 BC | 8B 9E OC 23 | FAFO FA DO | 04 48 01 0C [..B.._ . #.... .H..]
----- @ Header length = 20 bytes 02 12 | 16 3C FB 82 | 4h 8F 00 5B | £2 14 14 3E [.n...<..J..[...>]
[~ @ Tupe ofservice = 00k D% €5 | RE R6 58 O | 34 FA 03 51 | 01 BD E0 OE [...e..X.4..0....]
..... @ Total length = 560 bytes OF RB | 00 80 52 30 | 1A 80 35 F& | 06 F5 F4 60 [0.... RO..5...."]

,,,,, A ldardifiestion o 40D v|| 08 2B | R0 02 8F $0 | B1 41 EF CO | 35 OC 3C B5 [}..+.....R..5.<.17

J ol i

Ready [
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Wireless 802.11b Protocol Analysis
Packetyzer and the WSP100 on the WIN2KSRY server

Packetyzer is a shareware protocol analyzer on the WIN2KSRYV server. With Packetyzer
there are no NDIS and Windows Terminal Services issue with this software so it can be
run within you normal Windows Terminal Services session. So, no VNC session is
required. This software is a quick and easy to use protocol analyzer for that quick “trace”.
It is also a real time analyzer meaning that the you will see the packets cross your display
in real time like the Agilent’s but without the RTP and extensive tool/decodes. The
documentation and links to obtain you own copy are found at
http://www.packetyzer.com.

Packetyzer also runs in conjunction with the WSP100 a remote 802.11b receiver so the
student can learn about 802.11b MAC protocol and trace wireless lab activity. Packetyzer
uses the WSP100 as another adapter but it is a remote wireless receiver. The WSP100
sends packets over the lab Ethernet DMZ network to the Packetyzer application running
on the WIN2KSRYV. Figure (4.10) below shows the conceptual layout of the WSP100 in
action.

Figure(4.10).

i
Access Point |

*
.

WSP100 Host PC
WIN2KSRY

Stations

Figure (4.10) shows the Packetyzer in action:
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=] WINZKSRY - Terminal Services Client _|c

GTPal:ketyzer - [Capture Session]
"\; Fille Edit Session Window Help

BN EEH S| Q seecion -~ | 53 5| B @) 2 )

Packets received:

& % @

Fackets hiltered:

FlL =T Frafie T Talld

"”j‘_ Channel: & d
—I- %~ IEEE 802.11
T TypefSubtype: Beacon frame (8)
=l ¥ Frame Contral: 020080
T Mersion 0
T Type: Management frame (0)
T Subtyper 8
+- 77 Flags: Ou0
™= Duration: O
Destination address: fhiff i i (Broadcast)
Source address: 0002 2d14f: 73:bb (Agere_afi 73:bb)

BS5 Id: 02:91:farderad: 28 (02:91 farder ad: 25)

Fragment number: O
7 Sequence number: 2257
—I- W~ IEEE 802.11 wireless LAN management frame
=l 7 Fixed parameters (12 bytes)
"‘_'_ Timestamp: Ox000000CDC185E48F
T Beacon Interval: 0102400 [Seconds]
=|- 775 Capability Information: 0u0012

....... 0 =ESS capabilities: Transmitter iz a STA
wenl, = IBSS status: Transmitter belongs to an IBSS

i .= Privacy: AP/STA can support WEP

=00 0. = Shart Preamble: Shart preamble not allowed
=00 e = PECC PEBCC modulation not allowed

T O, = Channel Agility: Channel agility not in use

™7 CFP participation capabilities: Station is not CF-Pallable (00

=l 77 Tagged parameters (21 bytes)
T Tag Mumber: 0 (SSID parametar zet)
T Taglengthi &
T Taginterpretation: amilab

T Tag Mumber: 1 (Supported Rates)
SR e oM el a

=
1] | 3

_ £

_IE

05 [ Memory usage:] 0.8% ]
5]

Hum Source Addieszs | Dest Addiess Summary

[-1-] Agere_d4t: T3bb Broadcast IEEE 802, 11: Beacon frame

ET7 Agere_d4fi 73:bb Broadcast IEEE 202,11 Data

1] Apple_Co_05:6.. Broadcast IEEE 502.11: Beacon frame

£ Agere_4fi F3:bb Broadcast IEEE 802,11 Beacon frame

Fo Apple_Co_05:6.. Broadcast IEEE 202,11 Beacon frame

71 Apple_Co_05:6... Broadcast IEEE 802.11: Beacon frame

72 Agere_4fi F3:bb Broadcast IEEE 802,11 Beacon frame

73 Agera_4fi Taibb Broadcast IEEE £02.11: Beacon frame

T4 Agere_4f 73:bb Broadcast IEEE 802.11: Beacon frame

75 Apple_Co_05:6.. Broadcast IEEE 802,11 Beacon frame

TE Agera_4fi T3ibb Broadcast IEEE 202,11: Beacon frame

77 Agere_4f F3:bb Broadcast IEEE 802.11: Beacon frame

75 Agere_d4fi 73:bb Broadcast IEEE 202,11 Beacon frame

T2 Agers_4f: T3:ibb Broadcast IEEE 502.11: Beacon frame

=0 Apple_Co_05:6.. Broadcast IEEE 802,11 Beacon frame

£1 Agera_d4fi F3:ibb Broadcast IEEE 202,11 Beacon frame

f=bed Agere_4f 73:bb Broadcast IEEE 802.11: Beacon frame

23 Apple_Co_05:6.. Broadcast IEEE 802,11 Beacon frame

24 Agere_d4fi Taibb Broadcast IEEE 202.11: Beacon frame

25 Apple_Co_05:6... Broadcast IEEE 802,11 Beacon frame

| | /]
0000: 01 00 0012 0& 01 30 OB 01 O3 OC O1 14 OD O4 BE ... ... =
001 0: 91 CCDDOE O1 00 OF O1 Q0 10 O 00 11 o1 @0 12 ... o .
0020: 01 05 01 80 OO 0O 00 FF FF FF FF FF FF 0O 02 200 ... ... ... ... ...
0030: 4F 73 BB 02 31 Fa DC A4 28 10 80 8F E4 85 C1 CD Os...... [
00:40: 00 00 00 B4 OO 12 00 00 OB 61 6D B9 BC B1 B2 M d .. .. ami | ab.
0050: 04 82 84 OB 16 03 0 OB OB 02 OO OO oL

Decode |Prc-tn-:o|sJ Connection&] Statistics] W’ireless] Filters ]
AMILABIWIP100

iffistart || | ] & L B > |'_"_’E},Packetyzer

B WD

T35 F

For more information and documentation about the Packetyzer and WS100 802.11b

wireless sniffer please visit the site

http://www.networkchemistry.com/products/wsp100/index.html
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LinkFerret

LinkFerret is also a very good commercial wire line real time based protocol analyze
available on the Windows server.

LinkFerret network monitoring products for LAN and wireless topologies provide you
with a comprehensive set of monitoring utilities and packet sniffers for capture, statistical
analysis, and protocol decoding. LinkFerret brings you newly optimized tools that have
been in use in the conformance test lab at Baseband Technologies for 10 years. With their
enhanced user interface and new features, LinkFerret products are the best tools at the
best price. With LinkFerret, you have a competitive edge. A screenshot of LinkFerret in
action is below.

For more information about LinkFerret please go directly to the website for details.
WWW.LINKFERRET.WS

Figure(4.11).
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o LinkFerret Network Monitor - Intel(R] PRO/100 VE Desktop Connection ==
File Edit Preferences “iew Capture Mame Space Statistics Reportz  Filters  Alarms  Log  Transmit “Windows Help
Fw QYL [EEZuFLE0 P02 F
Mmber Time Destinaticon Source Protocol Furnction
[0]-210 19:03: 56: 296 207.46.134.190:80 10.1.1.6:2452 TCP Ak
[0]-211 19:03: 56: 546 207.46.134.190: 80 10.1.1.6: 2452 HITE Packet
[0]-212 19:03: 56: 656 10.1.1.6: 2452 207, 46.134.190:80 HITP Packet.
[0]-213 19:03: 561671 207.46.134.190:80 10.1.1.622452 HITP Packet
[0]-214 19:03: 57:093 10.1.1.6:2452 207.46.134.190:80 TCP ik
[0]-215 19:03:57:109 10.1.1.6:2452 207.46.134.190:80 HITP Packet.
[0]-216 19:03:57:109 10.1.1.6: 2452 207, 46.134.190:80 HITP Packet.
[0]-217 19:03: 57:109 207.46.134.190: 80 10.1.1.62 2452 TCP ik
[0]-218 19:03: 57:156 207.46.134.190: 80 10.1.1.6: 2452 HITE Packet
[0]-219 19:03: 57: 261 10.1.1.6:2452 207.46.134.190:80 HITP Packet
[0]-220 19:03: 57:328 207.46.134.190:80 10.1.1.62 2452 HITP Packet.
[0]-z2z1 19:03: 57:437 10.1.1.6:2452 207.46.134.190:80 HITP Packet.
[0]-222 19:03: 57:437 10.1.1.6: 2452 207, 46.134.190:80 HITP Packet.
[0]-223 19:03:57:437 207.46.134.190:80 10.1.1.6:2452 TCP Ak
[0]-224 19:03: 57: 437 10.1.1.6: 2452 207, 46.134.190: 80 HITE Packet
[0]-225 19:03: 57: 600 207.46.134.190: 80 10.1.1.6: 2452 hin: ik
[0]-226 19:03: 56: 734 Broadcast 10.1.1.254:123 jun: Datagram
4 »
Packet Size Distribution
100
a0
a0
70
&0
50
40
30
20 7
10
i
Eey | Packet Size Counic Percent
I - 95 423
Bl 50 - 2 13 )
Ml o0 - 440 3 13
450 - 520 35 158
B o0 - e 3 18
| RS 2 18
4 [ » [, Traffic Profile  Ucilization Profile § Link Histogram ) Packet Size | Capture Rete j Protocol Stabistics j Host Statistics y Top Senders j Top FEooovoos) wogiis wpooo o8 Dist

Fit: None ;226

The best protocol analyzers to use in this lab are the ones from Agilent, LinkFerret and
Packetyzer for the display shows you the real time packets on the screen. You can watch
trace packet behavior unfold in front you while your test is conducted. You can note
particular packets such as requests or broadcasts in real time. Also you can generate and
watch you traffic and the impact it has on the network or to an application in real time.

The other two protocol analyzers, Etherpeek and Analyzer are capture and post capture
review types of analyzer. This means that you do not see the actual packets “going by” as
you are tracing. You have to stop the trace to review the packets.

Note: Screen update performance will vary using Windows Terminal Services or
VNC and the type of connection you are using for your VPN.
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As soon as the NDIS to Windows Terminal Services adapter locking issue is resolved
you will not need to run VNC for the Agilent and Etherpeek protocol analyzers on the
WIN2KSRYV server.

Approaches for using the protocol analyzer from the WIN2KSRV server.

You can use your Windows Terminal Services session to launch applications and
generate traffic and in another window on your PC, over the VPN, have a VNC session to
a protocol analyzer on the WIN2KSRYV using a different adapter and/or another VNC
session to the standalone Agilent Advisor protocol analyzer. This gives you the ability to
have several “sniffing or trace” points throughout the lab for your research. Remember
the Agilent software and standalone unit can simultaneously trace and generate traffic on
both the WAN and LAN segments at the same time. Remember to have your SPAN ports
configured properly on SW1. You can also use LinkFerret or Packetyzer for your general
trace needs locally on the WIN2KSRYV and stay in your Windows Terminal Server
without the need to open additional VNC sessions for the Agilent Advisor analyzer.
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4.2 Linux Server protocol analyzers
Ethereal

If you are connected to the LINUXDEYV server via VNC or Exceed and have the full
GNOME or KDE desktop you can use the GUI version of Ethereal on this sever. Just
select the second adapter (Eth1) and you are ready to trace.

TCPdump

If you just want a quick and dirty trace from any of the LINUX servers just execute the
command TCPDUMP at the command line. See figure (4.11). You can run TCPDUMP
—h for help or run a MAN page on TCPDUMP for the documentation about this program.
You have to be Super User to run TCPDUMP please refer to the LAB PASSWORDS
file included in your VPN kit for the password.

Flgure 4.11).
SWINNT' System32' telnet.exe

21:14:02.625024 @:4
114:02. 655024 1@.

21:14:.02,655024 1@.
(DF) [tos Bx10]

:14:92. 785024 802.

len=42
k 118 1n863889 (DF)
1183 1434(251) ack @ win 5

.800f root 60Q1.08:09:e8:33:

1434 win 63638 (DF)
1434 1743(3@9) ack i

1743 win 63329 (DF)

.77.4911 =13
1743 1922(179) ack

.78.telnet

. PRThE lAHm

x 10
114:@3. 155?24 CB? vZ2, ttl=18@s

Addr (1): IPv4 18.1.1.51
PREtID éFastEthernet@/lS'
X

:14:83.3?5524 18.1.1.77.4911 > 1@.1.1.78. : . ack 1922 win 631508
114:93.315024 10.1.1.78.telnet > 10.1. : 1922:2231(389) ack
(DF) [tos ©x1@]

25 packets rece1ved by filter
@ packets droppe Kernel
B ool T RURET Taboter e

You can also run TCPDUMP in several terminal sessions in one VNC window on the
LINUXDEY server for added flexibility.
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5.0 Voice Over IP Testing

To test Cisco IOS router based VOIP technologies and configurations or to learn the
mechanics of how VOIP works AMILABS provides two methods and tools to assist you
in your research. Please to the Visio diagram named VOIP MECHANICS included in
your VPN kit for an understanding of how the lab’s VOIP environment is configured.

5.1 Method 1- CSIM for just I0OS configuration validation

You can use the CSIM undocumented command to make a call from one router to
another and use the debug output or the analyzers to validate operation. Figure (5.0)
below shows a basic use of CSIM.

Figure (5.0).

-_j CHWINNT System32'telnet.exe

RouterS#csim start 456
csim: called number = 456, loop count = 1 ping count = @

csim: loop = 1, failed = @
csim: call attempted = 1, setup failed = @, tone failed =1

CSIM is a simple and quick undocumented command to test VOIP configurations. It does
lock up you router session while it is executing so it is not very flexible beyond its quick
use.
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5.2 Method 2 - Using the Phone Dialer Pro utility

The second method involves using the Phone Dialer Pro dialer utility, modems and
answer machines so you can really simulate a voice call, debug it on the routers and trace
it using the Agilent or other protocol analyzers in the lab.

The first step is to have your IOS VOIP configuration in place.

Next on the WIN2KSRYV server execute the Phone Dialer Pro application by clicking on

the icon below:

Now enter the number of the dial-peer you would like to call as shown in figure (5.1).
You can customize this utility and create profiles of phone numbers to use for repeated

Phione Dialer
Pro For WOIP

testing of different Cisco VOIP configurations.

Figure (5.1).

3_': Phone Dialer Pro - "Untitled" k M= E3 |

File Edit

YWigw Tools

Murber to dial;

| 456
Linesz;

=l

nErrrr

sBC| DEF
1 2 3
cHi | JkL | muo
4 2 b
rars|  Tuw| wxrz
7 8 9
E
o | #

Help

&slc|ple]F|c| kel
1

I

=

1o

I

I~

I

o

._.
=

12;
s ol 1] e

I
I
I
I
I
I
I
I
|
I
|
I
1
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Remember to select the correct modem COM. port to the router you want to use.

COMS3 connects to ROUTERS (default)
A second modem and answering machine may be added to COM 4 in the future.

Press the DIAL button and watch the call status as per figure (5.2).

Figure (5.2).
ol

ocumes!

TFTP

r Dialir‘ug 1
456

When your call is connected you will see the following screen as per figure(5.3).
Figure (5.3).
Fl

ocumer!

TFTP

F
’7 Lift the handset up and press 0K

To cancel the call just press the OK button
You can validate you call by debugging your VOIP configuration on the Cisco routers as
per figure (5.4).

W CAWINNT System32' telnet.exe
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You can also trace the call using one of the analyzers included in your lab. Figure (5.5)
below is a trace of the call above using the Agilent Advisor Software edition on the
WIN2KSRYV server’s second Broadcom Ethernet adapter via VNC.

Figure (5.5).

ra15naglt Capture Preview

File Edit Yiew Image Colors Effects Help
Ly L. L. L. 4b —» LU.1.1.43 LOSUUCT UUP ULl —x

EEe
IF 10.1.1.46 > 10.1.1.45 Td=00cft UDP ul7in -
Ip 10.1.1.46 > 10.1.1.45 Td=00cf TUDP ul7lin -
Ir 10.1.1.46 -»> 10.1.1.45 Td=00ct TUDP ulilin -
Ir 10.1.1.46 -» 10.1.1.45 Td=00ct TUDP ulilin -
IF 10.1.1.46 > 10.1.1.45 Td=00cft UDP ul7in -
Ir 10.1.1.46 -» 10.1.1.45 Id=00ct UDP ul7lin -
Ir 10.1.1.46 -»> 10.1.1.45 Td=00ct TUDP ulilin -
IF 10.1.1.45 > 10.1.1.46 Td=000% TUDP ule?id -
Ip 10.1.1.46 > 10.1.1.45 Td=00ct UDP ul71in -
Ir 10.1.1.46 -»> 10.1.1.45 Id=00ct TUDP ul7lin -
Ir 10.1.1.46 -»> 10.1.1.45 Td=00ct TUDP ulilin -
IF 10.1.1.468 > 10.1.1.45 Td=00ct UDP ul7in -
Ip 10.1.1.46 > 10.1.1.45 Td=00ct UDP ul71in -
Ir 10.1.1.46 -»> 10.1.1.45 Id=00ct TUDP ul7lin -
Ir 10.1.1.46 -» 10.1.1.45 Id=00ct TUDP ul7lin -
IF 10.1.1.468 > 10.1.1.45 Td=00cf UDP ul7in -
Ip 10.1.1.46 > 10.1.1.45 Td=00cf TUDP ul7lin -
Ir 10.1.1.46 -»> 10.1.1.45 Td=00ct TUDP ulilin -
Ir 10.1.1.46 -» 10.1.1.45 Td=00ct TUDP ulilin -

LLC Dzap=42 Ssap=42 C UF = UI BEDT Configuration
Ip 10.1.1.6 -» 10.1.1.77 Id=9d8d TCP t1204 -» £5900 Flags=.LP...
Ir 10.1.1.6 -» 10.1.1.77 Id=9%dB8e TCP t1204 -» £5900 Flags=.LP...

[Output set ko s [1024x 744 16M 531,81 [1009%

uLg e

ulg7i?
ule7i2
ule7iz
ule7iz

Rl

RTP
RTP
RTP
RTE

ulev ey RTE
116774 prp

ule7iz
ulv17l
ule7i?
ule7iz
ule7iz
ule7i?
ule7i?
ule7iz
ule7iz
ule7i?
ule7i2
ule7iz
ule7iz

RTP
RTCE
RTF
RTP
RTP
RTP
RTF
RTP
RTE
RTP
RTE
RTP
RTE

Py 10ad=ls.

Payload=r.
Payload=ir,
Payload=ir,
Payload=i.
Payload=r.
Payload=i,
Payload=i,

RR SDES

Payload=i.
Payload=iz,
Payload=i,
Payload=ri.
Payload=i.
Payload=iz,
Payload=ir,
Payload=r.
Payload=ir,
Payload=ir,
Payload=i,
RErio=24577 RADDr=0:9:28:
Seq=1837912995
Seq=15837913005

=101 x|

=]

T2h
128
128
128
T2h
128
128

7249
729
729
724
7249
729
729
724
7249
729
729
33:e9:0
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Also while this call was going on the Agilent Advisor Software edition’s RTP analyzer
running off the WIN2KSRYV second Broadcom adaptor was analyzing Jitter, packet loss
and any QoS options present as per figure (5.6).

.
Figure (5.6).

Ml agilent Advisor LAN =12 ] %]
File Run Yew GoTo Setup Window Help

Al B[ R | e o e | - [ T || S|
[f110023437500 1] <] ] ml Recw ] Time | | 14 MB

.'i.h Capture Buffer : RTP Statistics : RTP Stats
B[] B(¥| == &7 6@~
=@ Participants (4] “Péddiess | RTPPort| RTCP Port| QoS | TuPhkis|  FnPhts | DrPkts | % Lost | wsditter| RTP Time us |
@ Senders [4) 10.1.1.45 18450 18451 r/a 14 1086 nfa
Receivers (M) L J10.1.1.45 16772 585 0.000 > ul8450 RTP Payload
oesizr;iso[f;] 10.1.1.46 16400 16401 nia 1478 14 0 nta néa [~ u18450 RTE Payload=
' Video (0] 10.1.1.45 17170 17171 n/a 1564 14 0 nia néa £5000 Flags=.AP... Seq-
Frablersz (1] b= ulB450 RTP Payload=
5....;”1;[,21]8 il *SSHC | Canonical Name | 005 | FwPkts| DrPkts|  lost|  usditter| > ulB8430 RTP Payloads
0x0297012e  0.0.0@10.1.1.45 B8 1564 585 0000 E3E7.062 £3900 Flags=.AP... Seq=
t1204 Flags=.A.... Aeks
b= ulB450 RTP Payload=
b= ulB450 RTP Payload=
b= ulB450 RTP Payload=
Histary: 10.1.1.45 RTF Port 16772 > ulg430 RTP Payload=
B Interarival Jitter ® Packet Loss > ulB450 RTFP Payload=
2000 100 b= ulB450 RTP Payload=
E% o 20 " > ulB450 RTFP Payload=
25 . s SE [> ulB450 RTF Payload=
= g ALY i i t5900 Flags=.LP... Seqs
B2 20 R I > u18450 RTP  Payloads
= o ’ ) ) ) ) ) ) ) ) ) [ > ul8450 RTP Payload=
12:10:20 18:11:05 L5400 Flagg:_EP_ .. Beq=
Time (Right Click on Sample to show Frame by Frame Jitter ) £1204 Flags=.R. ... Lek=

b= ulB450 RTP Payload=
£3800 Flags=.LP... Seq=

-» 00-04-27-37-36-10 Proto=IF Ir 10.1.1.46 > 10.1.1.45 Id=00ba UDP ul6400 -» ulB450 RTF Payload=
-» 00-04-27-37-36-10 Proto=IF Ir 10.1.1.46 > 10.1.1.45 Id=00ba UDP ul6400 -» ulB450 RTF Payload=
L mA A AT AT e e S pa B T S T T i RS E—— B TR

Ready FastEth offline |3 [ [& [@ [T [100 b [Made FOR

For a full understanding on how the VOIP router to modem to answering machine
connectivity is configured please refer to the VISIO diagram named VOIP
MECHANICS included in your VPN kit and on the WIN2KSRYV server.

The routers FXS ports to modem and answering machine is already depicted in the
VISIO diagram named AMI NETWORK LAB included in your VPN kit and on the
WIN2KSRV server. The FXS port to handset table is included below for your
convenience.

Router FXS port Device attached

Router5 V1/0/0 Modem from WIN2KSRV COM3 port
Router5 v1/011 Regular POTS handset for CSIM use

Router6 V1/0/0 Answering machine with a one minute message
Router6 v1/011 Regular POTS handset for CSIM use
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VOIP testing approach:

You can run several tests simultaneously by using CSIM and Phone Dialer Pro all the
while generation traffic with one protocol analyzer and monitoring with another.

6.0 Accessing the LAB -- VPN Installation

The instructions to install your VPN is in the file named: VPN CONFIGURATION that
is included in your VPN Kkit.

Please follow the instructions in the document step by step. The instructions and
applications outlined in this document were tested on POTS dial-up 46kbs-56kbs v.90
and ISDN 128kbs links. Cable Modem, open Wireless access and DSL have also been
tested. Once completed with the configuration and you can Telnet to the Terminal Server
2509 router you can also access the servers listed earlier in section 3.0 via Telnet,
Windows Terminal Services, VNC or HTTP.

Recommended OS platforms for the VPN are Windows 2000 (any version) and Windows
98 second edition. VPN access has not been tested on Linux, Solaris or Apple platforms.

To access the lab over the VPN follow the instructions in the file named: VPN
CONFIGURATION

Once your VPN is running you can Telnet to the following devices from your
workstation:

10.1.1.60 2509 Terminal Server

10.1.1.77 WIN2KSRYV Windows server
10.1.1.78 LINUXDEY Linux server

10.1.1.79 LINUXFWRTR Linux firewall/router
10.1.1.87 WTI Power Management strip
10.1.1.53 SW3 if crossover cable is enabled
10.1.1.48 Router8 AGS+ if available

You can use Windows Terminal Services client to the following systems from your
workstation:

10.1.1.77 WIN2KSRYV Windows server
You can VNC to access the following systems from your workstation:

10.1.1.77 WIN2KSRYV Windows server
10.1.1.78 LINUXDEYV Linux server
10.1.1.100 Standalone Agilent Advisor protocol analyzer
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The IP addresses listed earlier are the only addresses you are allowed to connect to thru
the VPN for the Firewall is blocking all others. To access any other address or subnet just
Telnet to any of the above devices in the DMZ/Backbone to gain access to the rest of the
lab devices.

7.0 Windows 2000 Terminal Services and VNC

7.1 Windows Terminal Services Client

To access the GUI desktop of the WIN2KSERYV server you must install the Terminal
Server client software on your workstation. The software is included in two zip files
named:

TSDISK1.Z1P
TSDISK2.Z1P

Unzip each of these files to a formatted floppy diskette. Then run the setup program on
disk#1 to install the Terminal Server client. You will be prompted to insert disk#2 to
complete the installation. Once completed run the Terminal Services Client application
and input the IP address of the WIN2KSERY server(10.1.1.77). See figure (7.0)

Figure (7.0).

Server:

=
Screen are&

[1024:768 =l
Awailable servers: ¥ Expand by default

B APPLIED
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Remember to select what display size you want as per figure (7.1).

Figure (7.1).
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[&| Terminal Services Client = B
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Press the connect button and you will see the following screen figure (7.3).

Figure (7.3).

[&i 10.1.1.77 - Terminal Services Client

Log On to Windows
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Copyright © 1385-1393
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R

QK I Cancel Options ==

Then login passwords are supplied in file named LAB PASSWORDS included in the
VPN Kkit.

You will now have the desktop of the server in a separate window via the VPN for you to
access the applications of your choice as shown in figure (7.4).
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Figure (7.4).
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7.2 Virtual Network Computing (VNC) setup

Virtual Networking Computing or VNC gives you a similar method to remotely access
the GUI desktop and have complete remote control of a lab server. VNC is not as robust
as Windows Terminal Services but runs on many platforms such as Linux, Win98, MaC
OS, BSD UNIX and many more. VNC is required to use the protocol analyzers on the
WIN2KSRYV and the standalone Agilent Advisor. You can also use VNC to access
LINUXDEV for a GUI terminal.

Please refer to the file named: VNC SETUP MANUAL included in your VPN Kkit.

Please refer to the VNC web site for additional documentation about VNC and how to
install and use VNC options. The link is: http://www.uk.research.att.com/vnc/index.html.
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8.0 Documentation files included in the VPN kit

File name

Description

LAB PASSWORDS
AMINETWORK LAB
VOIP MECHANICS
VPN CONFIGURATION
VPN LAYOUT
TSDISK1.ZIP
TSDISK2.ZIP
vnc-3.3.4-x86_win32.exe

VNC SETUP MANUAL

LAB Manual

Text document with all the user ids and passwords
Visio diagram of lab

Visio diagram of how VOIP testing is executed
VPN configuration document

Visio VPN diagram depicting how lab access works
Terminal Server installation disk#1

Terminal Server installation disk#2

VNC installation file

VNC setup and use instructions

This document
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9.0 Lab Policies(Do’s and Don’ts)

This lab is an open lab for your certification studies, general Computer Science and
network technologies research. Please be cognizant of others using this lab. The
following policies are a set of general use guidelines to prevent problems from occurring
and to ensure that your lab experience is as positive as possible.

* Save your router/switch configurations in your own directory.

* Do not go into other users directories without their permission. Do not delete files
or directories that were not your own. You can post your request to share files on
the lab message board.

*  You can start and stop any service or daemon on the servers but please set the
service and daemon back to its original state it was in when your lab session
started.

*  You can add applications to the servers for your use in the lab but please inform
the lab administrator of this.

* Any applications, utilities or tools downloaded to the server should reside in the
DOWNLOAD directory.

* Do not remove any applications from any of the lab servers.

* Do not change any of the registry entries or daemon processes in any of the
servers unless you know what you are doing, notify the lab administrator if you
need to do this for a utility you are installing.

* If you ordered only one session and another user follows you after your session,
your router/switch configs will be reset for the next user. (save your configs)

* If you ordered consecutive sessions back to back or across some open time slots
your router configs will be preserved. If another user orders a slot in-between
your sessions your configs. will NOT be backed up to your directories. Please try
to order consecutive time slots to reduce any administration mishaps.

* Any hacking or denial of service attacks launched from this lab to outside Internet
systems is strictly prohibited.

*  You can launch Denial of Service, worms and other security related exploits in
this lab but please be careful. Do not launch any virus or exploit that will damage
any lab equipment or hard disk.

* Do not change any of the lab servers boot parameters.

* Do not change any of the lab server’s disk partition configurations.

* Do not change or flip any of the lab servers primary network interface IP address
you may lose connectivity to the server.

* Please do not change any of the operating system and program files on the stand
alone Agilent Advisor.

* Damage to any equipment hardware or software based resulting in any
components of the lab becoming unusable that was not the result of testing the last
user on the lab may be responsible, held accountable, and removed from any
further use.

* Any equipment or software failures that prevented you the use of accessing a lab
device, that was not caused by testing or changes, will be credited to your session
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block of time. If you lost an hour due to a hardware problem you can just use that
hour at another time or lump it into another session.

* AMILABS is not responsible for files left on the server in user directories. Please
backup your experiment documentation and configuration files over the VPN to
your PC.

* AMILABS is not responsible for poor performance due to a slow connection to
the Internet or Internet traffic impacting access to the lab. Slow VPN performance
is not considered a hardware or software problem.

10.0 Pricing and Scheduling

The cost to rent online lab time is $45 per 7 hour block. There will be three seven-hour
blocks available per day. A seven-hour session seemed to be just the right amount of time
on average for someone to spend on such a rack. Since 8 to over 12 hours for even a
lower cost rack is just not efficient. This is the case for those studying for any
certification, for a 12 or 24 hour block is almost useless because during your sleep time
you are just throwing money away. Lower cost blocks of time, but with fewer routers and
switches for CCNA/DA type students, is available upon request. The 7 hours is enough to
have a day of testing or experimenting. The AGS+ is not included in this price. It is
available upon request at $3.00 extra per session.

For Cisco CCIE candidates using this lab:

So for the CCIE rule of thumb of 300 hours of rack time, the total cost to you here could
be $1,935.00. This is 43 x 7 hour block sessions at $45.00 per 7hr block. You do not have
to use all 43 blocks and just use what and when you need to of course. As you can see
$1,935.00 is less than the cost of just one Catalyst 3550 switch. So instead of purchasing
a lab just use AMI's. The 7-hour blocks will be scheduled on a first come first serve
basis. AMILABS will try to keep the availability according to your needs however, if
demand increases a fixed three session per day schedule may be implemented. Since most
study material and practice labs are already available in abundance on the Internet
AMILABS will not offer any practice labs or scenarios. Students can of course store their
practice configurations under their own directory and share them with other students.

To request access to AMILABS please send a request email to
ADMIN@AMILABS.COM and include in CAPS “LAB REQUEST?” in the

subject field. Also, include the date and the seven-hour time span you would like to have
your access available.

Payment for lab time will initially be accepted by PAYPAL, check, money or orders
only. Details on where to send payment, refunds, schedule changes, technical support
and access after payment is made will be provided in a response email. The lab
documentation, passwords and VPN kit will follow your response email.

11.0 Technical support
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Although this lab has been tested thoroughly sometimes issues do occur. If you happen to
encounter a problem please follow the procedures below.

11.1 Hardware failures

Please report any equipment failures such as Windows hardware message, system
freezing, router/switch hardware messages or you just cannot access a device.

To report hardware failures send an email to SUPPORT@AMILABS.COM. In the
email message please state, and if you can, cut and paste the error message, the time it
happened, and session block you were in.

Remember you have remote reboot capability for all devices. So if a router, or server
freezes during a configuration change or test, (especially any spanning tree or debugging
testing) you can reboot your device back to the operational state it was in before the
change as long as you did not commit any changes to the router or switches.

11.2 Software failures

Please report any software failures such as Windows system messages, Linux messages,
router/switch 10S messages that cause a freeze up or complete inoperability of a lab
device. Any VPN setup or login issues should also be reported.

To report software failures send an email to SUPPORT@AMILABS.COM in the email
state and if you can, cut and past the error message, the time it happened, and session
block you were in.

You can also contact the lab administrator at (516)796-9607 press 2 for AMILABS and
leave your message.

11.3 Reschedules

If your lab does not work on the onset of access or you had many issues that were
identified locally(AMILABS side) as the problem, AMILABS will reschedule your entire
session on a case-by-case basis. AMILABS will provide an immediate reschedule to get
you going as soon as possible. If the lab is experiencing problems or issue occur that are
beyond AMILABS’s control you will be immediately notified and rescheduled.

User initiated reschedules
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If you booked lab time and are unable to attend AMILABS will try to reschedule your
session to meet your convenience depending on other user’s schedules. To reschedule
your lab please send an email to ADMIN@AMILABS.COM and request a reschedule
and the 7 hour slot you would like one full day in advance of your lab session start time.
AMILABS does understand, especially if you work in IT and even more if you support a
network that you might be detained at work and could miss you scheduled lab slot. If this
happens please send an email as soon as possible to the email address listed earlier stating
your issue and the 7-hour session you would like. Also, call (516)796-9607 press 2 and
leave a message stating information about your session’s reschedule.

AMILABS understands the urgency of lab use, especially if you are preparing for a Cisco
exam. We will do everything to get you up and running and try not to impact your study
schedule. AMILABS will provide rescheduled access in the event of lab problems.

12.0 Special Requests

During your research or Cisco studies you may want something changed on the physical
layout of your lab for your next study session. Please send your request one day in
advance to the email address ADMIN@AMILABS.COM and state specifically what
you want moved or added. AMILABS can accommodate changes however, the changes
allowed are outlined below:

* Moving a WAN, Token-Ring or Ethernet cable to different ports changing the
physical layout of the lab can be accommodated within reason. (Just a couple of
cables for a test but not a complete lab physical change)

* Requesting the AGS+ and IBM Token-Ring Bridge to become activated

* Moving a server’s second interface to another physical port

¢ Changing LAN/WAN modules on the stand alone Agilent Advisor(switching
from fast Ethernet to Ethernet/Token-Ring LAN module)

e Activating POTS modem to test POTS routing
* Requesting use of the Standalone Agilent Advisor
* Request use of in-house version of CiscoWorks 2000

* Change of kernel or registry entry for an application use

13.0 Disclaimers
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AMI is not responsible for any pirated/duplicated applications found on their servers and
prohibits these activities to the best of its abilities. Any duplicated, unlicensed or stolen
applications, excluding freeware, shareware and the applications originally provided on
the servers, shall be removed.

AMI LABS provides you access to its data network communications lab for research and
educational uses only. AMI is not responsible for any malicious code created or launched
from this lab that results in any activities deemed criminal or resulting in another user's or
business's internet site or internal computer systems to be compromised, destroyed or
denied access to any internal network or the internet.

This online lab system is not affiliated with nor endorsed by Cisco Systems Inc.c.. Cisco,
Cisco Systems, Cisco Systems logo, CCNA, CCNP, CCDA, CCDP, CCIE, Cisco
Certified Network Associate, Cisco Certified Network Professional, Cisco Certified
Design Associate, Cisco Certified Design Professional, and Cisco Certified Internetwork
Expert are registered trademarks of Cisco Systems Inc. This manual is not associated
with nor endorsed by Cisco Systems, Inc.

All manufactures hardware, software and technology concepts mentioned in this
documentation are registered trademarked and copyrighted by their respective

corporations.

All applications in this lab have been purchased or donated for use.

Have fun and enjoy your research...

Applied Methodologies, Inc.
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